




Every well built house started in 
the form of a definite purpose 
plus a definite plan in the 
nature of a set of blueprints.

(Napoleon Hill)
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Foreword  
Executive Head of Banking Supervision

HERU 
KRISTIYANA

EXECUTIVE HEAD 
OF BANKING 
SUPERVISION

Assalamu’alaikum Wr. Wb., Greetings and Salutations, 
Om Swastyastu, Namo Buddhaya.

We extend our gratitude and praise to God Almighty 
for the publication of the Blueprint for Digital 
Transformation in Banking. This publication is the 
cornerstone of Otoritas Jasa Keuangan and the national 
banking industry to step into the unprecedented digital 
era. 

Digital transformation is inevitable and well underway. 
For the past several years, we have witnessed waves of 
digitalization due to customers’ changing expectations 
and preferences for fast, efficient, and secure financial 
services accessible anywhere and anytime. The 
traditional banks have been challenged to increase their 
capacity to adapt to the new wave of digital innovation 
and meet customer expectations. In response to these 
conditions, the banking industry is required to position 
digital transformation as a priority and as one of the 
strategies to improve its competitiveness. 

Digital transformation requires the banking industry to 
change the management and operations process. The 
conceptual shift from a traditional bank to a future 
bank drives banks to adjust their business strategies; 
rearrange their distribution network; and push for 
banking transactions via digital channels (mobile app 
and internet), including utilizing the latest electronic 
banking tools to enhance customer experience (end-to-
end digital solution). 

As the banking industry develops its digital business 
strategies, the Financial Services Authority (OJK) 
sees the importance of strengthening various existing 
regulations, mainly information technology-related 
regulations in the banking sector. OJK realizes that fast 
technological developments cannot be balanced by a 
rapidly obsolete rule-based regulatory approach that 
limits the flexibility of Banks in adapting to occurring 
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changes. Therefore, regulations will be oriented toward a principle-
based approach, adaptive toward changes in the landscape and 
banking ecosystem, with a forward-looking orientation. This principle 
is designed to accelerate innovation in the banking sector, without 
compromising the prudential aspects. 

The acceleration of digital transformation in banking is one of the 
pillars that directs policy in the 2020-2025 Indonesian Banking 
Development Roadmap. This pillar is detailed further in the Blueprint 
for Digital Transformation in Banking. The Blueprint for Digital 
Transformation in Banking is developed by prioritizing the principle 
of balance between digital banking innovation and the prudential 
aspect to maintain prudent, safe and sound banking. In addition, 
this Blueprint adopts the technology-neutral principle, which does 
not involve the technical standards of concrete technology.  

This Blueprint for Digital Transformation in Banking consists 
of 5 (five) main elements: data, technology, risk management, 
collaboration, and institutional arrangement, which account in 
banking digital transformation. Moving forward, the Blueprint 
for Digital Transformation in Banking will provide more concrete 
references for banking digitalization in accelerating digital 
transformation and as a policy response to mitigate the various 
challenges and risks of the digital banking transformation. Several 
policies included in this Blueprint are the implementation of the 
principles of data protection and policy on data transfer, policy 
on data governance, policy on the management and architecture 
of information technology, policy on cyber security that refers to 
international standards, policy on outsourcing, and standards for 
partnership between banks and third parties as well as guidelines 
for institutional arrangements which support digital transformation. 
Hopefully, implementing this Blueprint will drive the national banking 
sector to be resilient, competitive, and contributive. 

Finally, I am extending the highest appreciation to all parties who 
have provided comments, and valuable inputs throughout the 
development of this Blueprint for Digital Transformation in Banking. 
May God Almighty continue to bless our well-intended efforts, 
particularly in making a national banking industry that is resilient, 
competitive, and contributive. 

Wassalamu’alaikum Wr. Wb., Om Shanti Shanti Shanti Om, Namo 
Buddhaya, Kind regards

HERU KRISTIYANA

13

Foreword  Executive Head of Banking Supervision

Blueprint for Digital Transformation in Banking



The Blueprint for Digital Transformation in Banking outlines 
OJK’s policy to accelerate digital transformation in Indonesia 
banking industry. This Blueprint provides the foundation for 
accelerating digital transformation in the national banking sector 
to be more resilient, competitive, and contributive.

This Blueprint is developed as a further embodiment of Pillar 
3 of the Indonesian Financial Services Sector Master Plan 
2021-2025 (MPSJKI) and Pillar 2 of the Roadmap of Indonesian 
Banking Development 2020-2025 (RP2I), which direct the banking 
industry to conduct the acceleration of digital transformation. 
The development of this Blueprint takes several matters 
into account, such as the analysis on the banking strategic 
environment in order to identify opportunities and challenges in 
banking digitalization; the maturity level of banking digitalization 
which is measured by the Digital Maturity Assessment for 
Bank (DMAB); inputs from stakeholders gained through various 
focus group discussions (FGD) with the banking industry and 
associations and providers of information technology services; 
as well as literature studies, the regulation and best practices of 
various countries, and the international standards in the field of 
Information Technology. 

This Blueprint is developed by prioritizing the main principles 
of “Balance” and “Technology Neutral”. Balance in this context 
means balancing between banking digital innovations and the 
prudential aspect with the purpose of maintaining prudent, safe 
and sound banking as well as keeping public trust in digital 
banking services. Technology Neutral means not being focused 
on the use of a particular technology in order to keep pace with 
future developments.

This Blueprint covers the aspects of people, process, and 
technology that focus on 5 (five) main elements which will provide 
digitalization policies for banking: the implementation of data, 
technology, risk management, collaboration, and institutional 
arrangement within the banking industry. The five factors 
are strategic measures in urging banks to create product 
innovations and financial services that are able to meet the 
expectations of consumers and maintain a customer-centric 
orientation.

WHAT IS THE 
BLUEPRINT 
FOR DIGITAL 
TRANSFORMATION 
IN BANKING?

WHAT PRINCIPLES 
ARE INCLUDED 
IN THE 
DEVELOPMENT OF 
THE BLUEPRINT?

WHAT ASPECTS 
ARE REGULATED 
IN THE 
BLUEPRINT?

WHAT IS THE 
FOUNDATION 
FOR THE 
DEVELOPMENT OF 
THIS BLUEPRINT?

Blueprint for Digital Transformation in Banking: 
Quick Facts
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Chapter

01
INTRODUCTION

“The next 5 years will 
be more disruptive than 
the last 15. This is not 
business as usual. A 
lot of technology that 
came in three years ago 
doesn’t work anymore.”  
 
(Saul Berman, IBM) 

“



In the future, the banking 
landscape will be vastly 
different from our current 
condition. The rapid 
development of technology has 
radically changed the banking 
business environment, which 
is apparent from changes 
in customers expectations, 
improved quality of banking 
products and services from 
data utilization, the emergence 
of competition and new 
partnerships with big tech and 
start-up companies, as well 

as the operational model shift 
towards a digital business 
model. The banking sector 
is facing a dynamic change 
toward 4 (four) aspects: 
data, adoption of information 
technology, business model, 
and regulation. The success 
of a bank in maintaining the 
sustainability of its business 
is largely affected by its 
ability to conduct a digital 
transformation by managing 
all four aspects properly. 



Customer expectations for banking products 
and services have changed

The quality of products and services is enhanced by data 
(data-enhanced products)

The emergence of new partnerships 
with big companies and start-ups

The switch of an operational model into 
a digital business model

How the 
Industrial 
Revolution 
4.0 Impacts 

Banking

01

02

03

04

Rapid advancement in information technology has delivered 
the global population into a new era called the industrial 
revolution 4.0 era. This era is marked by the development of 
various technological innovations, such as the Internet of Things 
(IoT), Cloud Computing, Artificial Intelligence (AI), and Machine 
Learning. The development and innovation in information 
technology have vastly changed the aspects of human life, from 
lifestyle, work, to economic activities. Furthermore, technological 
advancements have enabled the emergence of several new 
digital-based business models, which are significantly more 
efficient and innovative, bringing opportunities and challenges 
that require proper management. 

Industrial revolution 4.0 is about digital transformation. With the 
movement of digitalization, people can now perform economic 
and financial activities regardless of time and space. Economic 
transactions can be performed in any place, at any time, and 
from anywhere. Companies need to change and meet the needs 
that arise due to digital transformation in the economic and 
financial activities for the survival of their business. 

The industrial revolution 4.0 has spread to the banking sector. 
The revolution demands banks to adapt and conduct changes. 
The demand for significant changes in the banking industry 
as a result of developments in information technology can be 
generally identified into 4 (four) aspects, which are changes in 
customer expectation, quality improvement of banking products 
and services with data utilization (data-enhanced products); the 
emergence of the new partnership with big-tech and start-up 
companies; as well as changes on the operational model into a 
digital business model. 

Figure 1 How the 4.0 Industrial Revolution Impacts Banking

BACKGROUND
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Customer centricity is becoming a top priority in the digital 
economy era. Customers now expect banking services that 
can be quickly accessed securely through various channels. 
Additionally, customers also demand products and services that 
are unique and personified based on their needs with variety 
and unique competitive advantage. Customers tend to follow 
the latest trend and search for various information related to 
products and services, especially through social media. Such 
consumer behavior requires banks to keep innovating and 
creating customer-centric products and services in this digital 
era.

Banks need to utilize big data properly. In the past several years, 
data availability has increased double on average every year. 
The volume of data in 2020 was predicted to be approximately 
40,000 exabytes. Big data needs to be better utilized by Banks 
to improve the quality of their products and services. Using big 
data is the most effective way to obtain and analyze customers’ 
behavior, including potential customers. The utilization of big 
data will also enable Banks to detect anomaly or suspicious 
behavior, determine the cause of issues and failures, and 
take swift and corrective actions to fix in order to increase 
effectiveness and efficiency. 

Banks need to collaborate with other digital businesses, such as 
e-commerce, big tech, fintech, ride-hailing, and online media. The 
new collaborations will bring many benefits both for the Banks 
and their customers. For Banks, the collaborations will bring 
the opportunity to increase the innovation of available products, 
including the channels to distribute their services to a more 
widespread general public. In addition, the collaborations will 
make it easier for customers to access banking products and 
services wherever and whenever necessary. 

Introduction
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Traditional Banks New-Age Banks

Main Characteristic:

Large branch network

Product-centric organization and high 
verticalization of products

Culture of “built in-house,” business 
consensus and zero-risk tolerance

Rigid, non-modular outdated tech stack with 
low scalability

Di�cult to integrate third-party players

Functionalities divided in silos, with manual 
processes and poor data management

Asset Heavy

Legacy Structure

Large marketplace community

Customer-centric organization and high 
horizontalization of products

Culture of launch fast, take risks, 
leverage partners (open platforms)

Agile digital stack with high scalability 
enabled by microservices and 
open-platform architecture

Ability to plug and play new functionalities

Data-driven business models with simple, 
automated processespartners (open 
platform)

Advances Digital Capabilities

Lean and Agile

A Fully Vertically- 
Integrated Value Chain

Main Characteristic

Fully Digital and 
Platform-based

Banks need to transform into digital banks. Digital banks rely 
on a platform based business process with a lean and agile 
organizational structure as well as possess advanced digital 
capabilities. A lean and agile organizational structure emphasizes 
collaboration and integration with other parties, for example, via 
a large marketplace community. Advanced digital capabilities 
emphasize the use of updated and agile technology with high 
scalability, as well as a data-driven business model with a simple 
and automated process that promotes an open platform. The 
digital bank is the future trend of the banking landscape.

The Covid-19 pandemic has accelerated the digital transformation in 
banking. The pandemic has caused society to adapt to digitalization, 
especially with the limitation of physical activities. People are forced 
to perform their economic transactions through digital platforms. 
Similarly, people are also compelled to perform their financial 
transactions digitally. 

Amid these conditions, the public will undoubtedly expect effective, 
efficient, and secure digital banking services. As a result, Banks 
will have to accelerate the enhancement of their digital services to 
retain their customers. 

THE COVID-19 
PANDEMIC 
ENCOURAGED 
THE 
ACCELERATION 
OF BANKING 
DIGITALIZATION

Source: Capgemini (2020)

Figure 2 The Difference Between Traditional Banks and New-Age Banks
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Graph 1  
Progression of 
Commercial Banks’ 
number of Branches.

Source: Statistik Perbankan Indonesia, OJK (2021)

Source: Bank Indonesia (2020)

Graph 2  
The Value of Electronic 
Money Transactions 
2011-2020 (in Billion Rp)
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Inventure (2020) identified several changes to banking transactions 
that occurred during the Covid-19 pandemic. First, the transactions 
initially conducted at branches are now performed digitally through 
mobile banking, internet banking, or call center powered by artificial 
intelligence. Based on statistical data, Banks continue to close off 
their branch offices.

Second, the Covid-19 pandemic has driven customers to reduce 
the number of cash transactions. Before the pandemic, the trend 
toward cashless transactions have already increased, but the 
Covid-19 pandemic has accelerated the process under the rationale 
of decreasing the potential for virus transmission. Moreover, 
smartphones and their numerous applications have increased 
functionality to perform various financial transactions. Various 
transactions can now be performed through smartphones, from 
shopping, saving, receiving a loan, paying bills, as well as other 
transactions, which further expanded a cashless society. It can be 
seen from the increase in electronic money transactions. Third, 
customers have had increasing demands for a seamless banking 
experience on various channels throughout the pandemic.

Introduction
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Due to the demand for a seamless banking experience, 
Banks should change their approach from multichannel to an 
omnichannel strategy. Omnichannel strategy is a new paradigm 
that serves as a key factor in fulfilling customers’ needs in 
the digital era. Omnichannel strategy refers to the synergetic 
management of the available channels and customer touchpoints 
to enhance the customer experience and improves performance. 
The Banks should manage all touchpoints across all channels in 
an integrated manner to provide a superior customer experience 
and gain a competitive edge.

Graph 3  
Digital Banking Use 
during Covid-19

The use of Digital Banking Service during Covid-19
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Electronic Money Top Up (Flazz, e-money, etc.)

Credit Card Payment

Virtual account payment

Purchases (phone credits, electricity token, etc.)

Routine Payment (Electricity, Water, etc.)

Money Transfer

E-Wallet Top Up (Dana, OVO)

0

15%

21%

35%

50%

53%

55%

78%

81%

20 40 60 80 100
%

Increase...

Banking is the vein of the national economy. Banks determine the 
flow of money as the source of funding for economic activities. 
Therefore, sound and stable Banks are the main foundation to 
promote economic growth and improve the welfare of the people. 

The OJK has the full responsibility of regulating and supervising 
a safe and sound banking sector in support of the national 
economy. The 4.0 industrial revolution requires the OJK to 
understand the occurring dynamics in the national banking 
landscape along with the changes in society’s economic behavior 
that are leaning toward digital. The digital transformation in 
banking is considered as an important agenda that can trigger 
various business opportunities that need to be utilized as well as 
the various risks that need to be mitigated.  

OJK encourages the acceleration of Digital Transformation 
in Banking through several policies. In January 2021, the 
OJK has launched the Indonesian Financial Services Sector 
Master Plan 2021-2025, which has the following directions for 
development: Strengthening Resilience and Competitiveness 

CONTEXT FOR 
OJK POLICY

Source: MarkPlus (2020)
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(Pillar 1), Development of Financial Services Sector Ecosystem 
(Pillar 2), and Digital Transformation Acceleration (Pillar 3). The 
third pillar of the MPSJKI emphasizes that Financial Services 
Institutions (FSIs) need to accelerate digital transformation in 
their companies as part of the business strategy or even the 
core value of the FSIs. The digital acceleration of the Financial 
Services Sector (FSS) will be achieved through 6 (six) initiatives, 
which are 1) encourage the innovation and acceleration of FSS 
digital transformation, 2) develop regulation that supports 
the digital financial sector ecosystem, 3) increase the human 
resources capacity in the FSS along with the development of the 
digital industry, 4) strengthen the role of research on innovation 
and digital transformation of FSS, and 5) accelerate the 
implementation of supervision based on information technology 
(supervisory technology) at OJK and the utilization of regulatory 
technology (regtech) by FSS, and 6) Perform Business Process 
Reengineering to increase the quality of licensing, regulation, and 
supervision.

DEVELOPMENT OF
FINANCIAL SERVICES
SECTOR ECOSYSTEM

COLLABORATION AND COOPERATION AMONG STAKEHOLDERS (ENABLER)

Increasing the role of the
FSS in supporting priority
economic sectors, MSMEs,
job creation and regional

development

Support FSS digital
transformation innovation

and acceleration

Developing regulatory
framework which supports

digital financial sector
ecosystem

Improving human capital
capacity in the financial

services sector in line with
the development of the digital

industry

Strengthening the role
of research to support

FSS digital innovation and
transformation

Accelerate the
implementation

of IT-based supervision
(Suptech) in OJK and use of

Regtech by FSS

Perform Business Process
Reengineering to increase the
quality of licensing, regulation

and supervision

STRENGTHENING
RESILIENCE AND

COMPETITIVENESS

DIGITAL
TRANSFORMATION

ACCELERATION

Strengthening capital
and accelerating

consolidation of FSI

Strengthening governance, 
risk management and 

market conduct

Synchronize FSS
regulations and

supervision by referring
to the best practices
and/or international

standards

Strengthening
Integrated Supervision

of Financial
Conglomerates and
Cross Cutting Issues

Establish FSS integration
to add value of Sharia

Finance in the development
of halal industry and sharia

economic ecosystem

Expand the financial access
and foster public financial

literacy

Strengthening consumer
protection in the FSS

Accelerating financial
market deepening

Supporting FSI business
expansion to carry out

multiactivities
business

Increase the role of financial
services in the sustainable

finance to achieve the SDGs

The 2021-2025 MPSJKI

Structural Framework 2021-2025
Enhancing Financial Services Sector Resilience and Competitiveness

Figure 3  
The Indonesian Financial 
Services Sector Master 
Plan 2021-2025

Source: The Indonesian Financial Services Sector Master Plan 2021-2025
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Increasing
Capital

Strengthening the 
implementation of 
governance and 
e
ciency

Encouraging 
product and 
service innovations

Accelerating 
consolidation and 
strengthening bank 
business group

Strengthening 
Structure & 
Competitive 
Advantages

Encouraging 
technology-related 
collaboration

Encouraging the 
implementation of 
advantaged digital 
banking

Encouraging the 
Use of IT Game 
Changers (i.e. Open 
API, Cloud, 
Blockchain, AI, Super 
App, omnichannel)

Accelerating 
Digital 
Transformation

Strengthening IT 
govermenance and 
Risk Management

Escalating access 
and financial 
education

Encouraging 
participation in 
sustainable 
financing

Encouraging 
financial market 
deepening through 
multiactivities 
business

Strengthening 
Banking’s Role 
in The National 
Economy

Optimizing role in 
economic 
financing

Strengthening 
licensing through 
utilization of 
technology

Strengthening 
supervision with 
optimum technology 
utilization (Suptech)

Strengthening 
supervision on 
consolidation (bank 
business group)

Strengthening 
Regulation, 
Licensing, and 
Supervision

Strengthening 
regulations by 
adopting 
principle-based 
approach

Supporting Tools (Enabler)

Leadership and Change 
Management

Quality and 
Quantity of HR

Information Technology
Infrastructure

Synergy & Collaboration 
Among All Stakeholders

Utilizing sharia 
banking as a 
catalyst for sharia 
economy

In order to complement the policies of the MPSJKI, the Roadmap 
of Indonesian Banking Development 2020-2025 (RP2I) was 
specifically developed for the banking sector. The RP2I is the 
design for the banking sector to serve as direction and reference 
for all stakeholders so that every effort and initiative in banking 
development from this point forward will be harmoniously 
orchestrated. The acceleration of digital transformation 
becomes one of the directions of banking development in the 
2020-2025 period. In order to further hasten the acceleration 
of the digital transformation in Banks, several initiatives have 
become the main agenda to achieve. Some of the initiatives that 
are included in the Second Pillar, which is accelerating digital 
transformation, are 1) Strengthening the Governance and Risk 
Management of Information Technology (IT), 2) Encouraging 
the use of Information Technology (IT) Game-Changers, 3) 
Encouraging technology-related cooperation, and 4) Encouraging 
the implementation of advanced digital banks. In order to 
provide concrete descriptions and references for banks, the four 
initiatives need to be further described in the Blueprint for Digital 
Transformation in Banking.

Source: The Roadmap of Indonesian Banking Development 2020-2025

Figure 4 The Roadmap of Indonesian Banking Development 2020-2025
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Figure 5 
The Development Phases 
of the Blueprint for 
Digital Transformation in 
Banking

DEVELOPMENT OF 
THE BLUEPRINT 
FOR DIGITAL 
TRANSFORMATION 
IN BANKING

The OJK issues the Blueprint for Digital Transformation in 
Banking as a follow up to the third pillar of the 2021-2025 
MPSJKI, which is the acceleration of FSS digital transformation, 
and the second pillar of the 2020-2025 RP2I, which is the 
acceleration of banking digital transformation. The Blueprint for 
Digital Transformation in Banking contains the foundation for 
policies and regulations to encourage the acceleration of banking 
digital transformation.

The Blueprint for Digital Transformation in Banking was 
composed through a series of considerably extensive processes 
which involved various banking stakeholders, such as the banking 
industry and banking associations. The development begins with 
a literature study on the banking landscape in the future, various 
international standards for information technology, and studies 
on the policies and regulations related to the digitalization 
of banking in various jurisdictions. Afterward, an analysis of 
the strategic environment was performed by considering the 
supporting factors and various challenges that banks face in 
undergoing digital transformation, including measuring the 
national level of banking digitalization using the Digital Maturity 
Assessment for Banks (DMAB). The literature study and strategic 
environment analysis results were then refined into a draft of 
the Blueprint for Digital Transformation in Banking. Finally, in 
order to fine-tune the Blueprint for Digital Transformation in 
Banking draft, a series of discussions are simultaneously held 
with relevant stakeholders such as the banking industry, banking 
association, provider of information technology services, and 
related regulators in order to gather their aspirations and obtain 
input that can be used to complement and finalize the Blueprint 
for Digital Transformation in Banking for publication by the end 
of 2021.

Focus Group Discussion with the 
Banking Industries and 
Associations to get input

Discussion with stakeholder

Perform analysis on the 
strategic environment and the 
main elements of the Blueprint

Development of the initial 
draft of the Blueprint

Discussion with information 
technology service providers to 
gain perspectives regarding 
digital banking

Networking Event

Perform assessment on the 
level of digitalization of the 
banking industry

Mapping of Digital Maturity 
Assessment for Banks

Focus Group Discussion with 
relevant OJK internal parties to 
get input

Discussion with OJK 
internal parties

Finalization of the narration of 
the Blueprint for Digital 
Transformation in Banking

Finalization of the Blueprint
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DEVELOPMENT 
PRINCIPLES FOR 
THE BLUEPRINT 
FOR DIGITAL 
TRANSFORMATION 
IN BANKING

INTERNATIONAL 
STANDARDS

03

04

The Blueprint for Digital Transformation in Banking is 
systematically structured by taking into account several aspects 
as the foundation for the development as follows: 

In the future, the development of information technology is 
predicted to drive banks to evolve rapidly to keep up with the 
changing expectation of society on the use of banking services. 
Banks are predicted to experience immense evolutions in the 
aspects of data, business models, regulations, and technology. 

One of the foundations in developing the Blueprint for Digital 
Transformation in Banking is strategic environmental analysis 
and maturity level analysis on the implementation of both 
digitalization and information technology for the Indonesian 
banking industry which is measured by the DMAB. The results of 
the strategic environmental analysis provide information on the 
supporting and challenging factors of the digital transformation. 
The results of the DMAB assessment can provide information on 
the aspects that need to be enhanced by banks to accelerate the 
digital transformation. 

This Blueprint is developed by prioritizing the main principles 
of “Balance” and “Technology Neutral.” Balance in this context 
means balancing between digital banking innovations and the 
prudential aspect to maintain prudent, safe and sound banking 
and keep public trust in digital banking services. Technology 
Neutral means not being focused on the use of a particular 
technology in order to keep pace with future developments. 

The development of the Blueprint for Digital Transformation 
in Banking refers to international standard implementation in 
mind, particularly in the field of Technology and Information 
Security, such as International Organization for Standardization 
(ISO), Control Objective for Information and Related Technology 
(COBIT), National Institute of Standards and Technology (NIST), 
The Open Group Architecture Framework (TOGAF), Organization 
for Economic Co-operation and Development (OECD) Principles, 
and other international standards. In addition to referring to 
international standards, the development of this Blueprint for 
Digital Transformation in Banking also adopts regulations and 
frameworks implemented by supervising authorities in other 
countries such as Australia and the European Union while still 
being adjusted to the conditions and characteristics of the 
national banks. 

AN OVERVIEW OF 
THE CONDITION 
OF BANKING 
DIGITALIZATION 

02

STUDY ON THE 
FUTURE OF 
BANKING

01
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Figure 6 Development Framework of the Blueprint for Digital Transformation in Banking
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International standards in the field of 
Information Technology (COBIT 2019, 
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banking

Technology neutral
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The development of this Blueprint for Digital Transformation in 
Banking refers to international best practices of the banking 
industry to gain a broader perspective on the best practices in 
the banking industry, especially in countries that have gained 
experience in the digital transformation while still taking into 
account the national banking condition. 

During the development of the Blueprint for Digital 
Transformation in Banking, discussions with various parties and 
related stakeholders were held in order to garner aspirations 
and receive constructive inputs to be further utilized in the initial 
draft of the blueprint cores. Furthermore, the initial developed 
concept of the Blueprint for Digital Transformation in Banking 
was brought into another round of discussions with all the 
relevant stakeholders to gain input to fine-tune and finalize the 
Blueprint.

The Indonesian digital economic transformation in the financial 
services and the banking industry will involve several regulators 
with their respective authorities. For example, Bank Indonesia 
has the authority to establish regulations on payment systems, 
while the National Cyber and Crypto Agency (BSSN) is interested 
in developing a national cyber security strategy. As part of the 
digital ecosystem, Banks will have to conform to the various 
regulations issued by the different regulators. Therefore, the 
harmonization of policies issued by the various regulators that 
will be integrated into the Blueprint for Digital Transformation in 
Banking becomes a requirement for effective implementation of 
this Blueprint.
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THE FUTURE 
BANKING 
LANDSCAPE

Box 1.

In the future, banks will face dynamic changes driven by 
4 (four) aspects, which are data, business model, banking 
regulation, and adoption of information technology (KPMG, 
2019).

CHANGING ASPECTS IN THE BANKING 
LANDSCAPE 

DISRUPTIVE TECHNOLOGY

Data The data is used as the Bank’s assets for 
developing predictive analytics to improve 
financial products and services. In the future, 
the Bank will serve as a place to store 
money safely and become one of the safest 
place to store data.

Conventionally based business model shifts 
become a platform-based business model 
that connected to the digital economy 
ecosystem (platformification) through 
application technology programming 
interfaces (APIs).

Regulation moves towards principle-based, 
thus providing a conducive space for the 
development of digital banking with a balance 
between innovation and prudential aspects. 
Regulatory focus shifts away from product 
specific to the monitoring of activities and 
results.

Technology is a push factor of changes in the 
banking sector. The use of advanced 
technology is becoming prevalent.

Business
Model

Technology

Regulation

Artificial Intelligence
and Machine Learning

Distributed Ledger
Technology/Blockchain

Biometrics

Cloud
Computing

Internet of Things
(IoT)

Augmented
Reality/

Virtual Reality

Quantum
Computing
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IMPACT OF TECHNOLOGY ON THE BANKING 
LANDSCAPE

Any data which 
is owned by 
the bank will 
be connected 
one another

Utilization of 
technology to 
improve  service 
on customer

Personalization 
service with 
utilization of 
Artificial 
Intelligence 
technology

Utilization of automation 
to increase consumer 
trust and integrate 
Bank to wider digital 
ecosystem 

Integrations Consumer Centric Personalization Automation

Provision of Super-App 
platform or virtual 
service which combine
intimacy, privacy, and 
access control

Super-App

Banking in 2030:
How will banks evolve?

TRULY INDIVIDUALIZED 
CUSTOMER-CENTERED BANKING

Digital currency will be use 
more often in the future to 
increase financial inclusion, 
transparency, processing and 
better real-time settlement 
transaction

Digital Currency

Cyber security built on 
predictive analytics, 
security vulnerability, 
and threat 
identifications

Cyber Security

BANKING BECOMES AN INTEGRAL PART OF DAILY LIFE

Customer

Bank

Lending

Marketplace

Branches

Trading

Social

Stored
value

eMoney

Ticketing
Crowd funding

Other services
Payments

Savings

Mobile
payments

Transactions

Investment

Retail

Mobile wallets
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Figure 7 The Development Process of the Blueprint for Digital Transformation in Banking
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 “The shift to a 
hyperconnected world 
presents a formidable 
opportunity—but also 
risks and challenges.”  
 
(Herve Tourpe,  
Chief Digital Advisor, 
International Monetary Fund)

“

BANKING 
OPPORTUNITIES 
AND 
CHALLENGES IN 
THE INDUSTRY 
4.0 ERA



The industry 4.0 era encouraged 
digitalization and automation 
on every line in the banking 
business process transforming 
the future business model of 
banking into a digital business 
model that offers customers 
many innovation and efficiency. 
The Digital Transformation in 
Banking process in Indonesia 
is supported by the nation’s 
sizeable digital potential 
which will be able to drive 

the acceleration for digital 
banking. On the other hand, a 
digital transformation in the 
industry 4.0 era will also bring 
a number of challenges and 
risks for banks which needs to 
be anticipated and mitigated 
for the Digital Transformation 
in Banking to provide optimum 
benefits in increasing business 
efficiency and productivity. 



The demands for banking digitalization are strengthened by the 
many factors supporting the development of digital banks in 
Indonesia, considering its economy’s sizable potential to absorb 
the flow of digitalization. The supporting factors are covered in 
the 3 (three) main aspects: digital opportunity, digital behavior 
and digital transaction. Other digital opportunities include 
demographic potentials, digital economy and finance potential, 
internet usage penetration potential, as well as the potential for 
customer growth. Digital behavior includes gadget ownership and 
mobile app use. Digital transactions include e-commerce, online 
banking, and electronic money transactions.

Indonesia is the fourth most populated country in the world. 
More than 70% of the population is in the productive age 
range (15 to 64 years). The demographic structure of Indonesia 
is dominated by Gen Z, Millennials, and Gen X, forming the 
most prospective customer segment. The three dominating 
generations are faster to adapt to technological changes, 
providing a golden opportunity for banks to transform into digital 
banks to provide products and services that meet customers’ 
needs and expectations.

FACTORS 
SUPPORTING 
THE DIGITAL 
TRANSFOR-
MATION IN 
BANKING 

DIGITAL 
OPPORTUNITIES

DEMOGRAPHIC 
POTENTIAL

Figure 8  
The Demographic 
Structures of 
Indonesia

Source: Population Census 2020 (Central Bureau of Statistics)

Indonesia’s population 
based on the 2020 Census 
(September 2020) 

People in the 
productive age (15-64)

An increase of 32.56 million 
compared to 2010 census

Indonesia is still in the 
demographic bonus stage

270,20 Million Lives

70,72%

270,20
Juta Jiwa

11,56%
1,87%

Pre Boomer
Born before 1945 Current 
age is approximately 75+ 
years old

10,88%

27,94%

25,87%

21,88%

Post Gen Z
Born 2013 or later 
Current age is approxi-
mately up to 7 years old
Gen Z
1997-2012 Current age 
is approximately 8-23 
years old

Baby Boomer
Boomer born between 
1946-1964 Current 
age is approximately 
56-74 years old

Gen X
Born between 1965-1980 
Current age is approxi-
mately 40-55 years old

Milenial
Born between 1981-1996 
Current age is approxi-
mately 24-39 years old
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DIGITAL 
ECONOMIC AND 
FINANCIAL 
POTENTIAL

Graph 4  
Development of Digital 
Economy in ASEAN

Source: Bain, Google, and Temasek (2020)

According to Bain, Google, and Temasek (2020), Indonesia has 
the potential to be the country with the biggest digital economy 
development in South East Asia. The value of the digital economic 
transaction in Indonesia is the highest in ASEAN with US$44 
billion and is predicted to reach US$124 billion by 2025. This 
potential is an opportunity that Indonesian Banks need to seize 
in order to increase their customer base by providing digital-
based products and services. 
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INTERNET USAGE 
PENETRATION 
POTENTIAL

The flow of digitalization in Indonesia is supported by the 
increasing penetration of internet use. According to a report by 
We Are Social and Hootsuite (2021), Indonesia’s internet usage 
has reached 202.6 million people or 73.7% in January 2021, an 
increase of 15.5% from January 2020. It signals the growing wave 
of digitalization among Indonesian people, as reflected by the 
increasing internet utilization and usage. This potential brings a 
promising opportunity for digital businesses to create products 
and services based on information technology. For Banks, this 
opportunity serves as both a prospect and a reminder to quickly 
accelerate digital transformation to maintain and retain their 
customer base.
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Based on the research by Bain, Google, and Temasek (2019), most 
Indonesians do not have a bank account (unbanked) and have 
limited access to financial services (underbanked), with the total 
amounting to 92 million people and 47 million people, respectively. 
These figures are the biggest within the ASEAN region. Whereas 
the number of people who have Bank accounts (banked) has only 
amounted to 42 million people. With generation Z, Millennials, and 
X dominating the demographic structure of Indonesia, preferring 
the comforts of online transactions through digital platforms, 
the increasingly widening discrepancy between the banked and 
underbanked/unbanked now presents a promising demograph 
for Banks to shift their marketing strategy from conventional to 
digital. 

CUSTOMER 
GROWTH 
POTENTIAL

Figure 9  
Internet Usage Rate in 
Indonesia

Source: We Are Social dan Hootsuite (2021)

Internet Users

vs. Population

202,6 Million

73,7%

Internet Users

January 2021 vs. January 2020

+15,5%
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Figure 10  
The Composition 
of Unbanked, 
Underbanked, and 
Banked groups in The 
ASEAN Region

Source: Bain, Google, and Temasek (2019)
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Ownership of devices such as mobile phones, smartphones, 
laptops, tablets, and smartwatches has become one of the 
readiness indicators for societies to shift to digital channels 
since device ownership will allow users to perform various 
economic and financial activities independently. According to 
We Are Social and Hootsuite (2021), the number of Indonesian 
internet users with mobile phone ownership has reached 98.3%, 
while the percentage of internet users with ownership of other 
devices such as laptops, tablets, and smartwatches are 74.7%, 
18.5%, and 13.3%, respectively.

MOBILE 
APP USAGE 
POTENTIAL

Figure 11
Device Ownership in 
Indonesia

Source: We Are Social and Hootsuite (2021)
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Device

DIGITAL 
BEHAVIOR

DEVICE 
OWNERSHIP

Banking digitalization in Indonesia is also enhanced by the 
increasing internet penetration and device usage, allowing more 
people to use convenient online applications in daily activities 
such as messenger apps, social media, online shopping apps, and 
banking apps. According to We Are Social and Hootsuite in their 
report (2021), most internet users aged between 16 to 64 access 
applications for chatting, social media, and online shopping at 
above 90% percentages. In contrast, the use of banking apps is 
only 39.2%. However, this figure has increased from 2020, which 
was only 33%. This increase shows that more internet users have 
switched to banking apps for financial transactions. In addition, 
more internet penetration and number of active smartphone 
users mean more potential banking app users.
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Figure 12  
Level of Mobile Apps 
Usage in Indonesia

Use of Mobile Apps by Category 
Percentage of Internet Users Aged 16 to 64 Who
Report Using Each Type of Mobile App Each Month
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The push from digital potential and digital behavior has directly 
affected the rising digital transaction trend, reflected by the 
uptrend in e-commerce, digital banking, and electronic money 
transactions in the past few years. It proves that the shift from 
offline transaction to online transaction had begun even before 
the Covid-19 pandemic. The increase in digital transactions is 
also apparent in the downtrend in the number of bank branches. 
As of June 2021, the number of Commercial Bank branches was 
recorded to be 29,661. A decrease compared to 5 (five) years ago 
with 32,276 branches in 2017.

DIGITAL 
TRANSACTION

Source: We Are Social dan Hootsuite (2021)
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Graph 5  
Development of 
Digital Transactions in 
Indonesia

Source: Bank Indonesia and OJK’s Indonesia Banking Statistics (2020)
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Challenges

No law vouches for the 
protection and transfer of 
customer data 

The risk of customer data 
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misuse (Artificial 
Intelligence misuse)

The Risk of Outsourcing
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In addition to bringing an opportunity that needs to be seized 
by the banking industry, digital transformation brings several 
challenges that need to be treated by the Banks properly. 
Some of the challenges include personal data protection and 
risk of data breaches, the risk of investing in technology that 
is not in line with business strategies, the risk of misuse of 
artificial intelligence technology, the risk of cyber-attacks, the 
risk in outsourcing, the need for digitally-oriented institutional 
readiness as support, the low digital financial literacy, the uneven 
distribution of information technology infrastructure, and the 
support of regulatory frameworks.

CHALLENGES 
IN THE DIGITAL 
TRANSFORMATION 
IN BANKING
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Customer data protection greatly affects the development of 
digital banking services. The protection helps establish online 
trust, which is important in digital transactions. Customer 
personal data is important because online users will not perform 
digital transactions if they believe their data is at risk. One 
form of personal data protection concerns how customer data 
is processed, including sensitive customer data that could 
potentially cause financial loss if it should ever be distributed 
and exchanged with irresponsible parties. The challenges that 
come from inadequate customer personal data protection are in 
parallel with the development of digital banking services. 

The European Union General Data Protection Regulation (EU 
GDPR) is a personal data protection regulation enforced on 
every company globally that stores and processes the personal 
data of residents of the 28 European Union countries. This 
regulation was intended to protect data privacy in the current 
digital economy by giving individuals more control over their 
data and providing stricter rules for the parties who manage 
or maintain it. Therefore, this regulation applies not only to 
companies in the European Union but also to every company 
in the world that stores personal data of EU residents. The 
regulation is then adopted as a model for national laws outside 
of the EU.

European companies operating in Indonesia conform to the EU 
GDPR, as it also regulates the activities of European companies 
outside of the EU territory. However, some local Indonesian 
companies have not adopted a single internal policy on personal 
data protection (Reynaldi and Tifana, 2020). The absence of a 
Personal Data Protection Law (PDP Law) is the main reason why 
local companies have not aligned themselves with data protection 
regulation. In the context of the future of the banking industry, 
with the increase in demand to integrate digital banking services 
into the digital economic system, the adoption of international 
regulations for banking customer personal data protection is 
crucial. With regulations that can protect bank customers and 
regulations that control how Banks collect, process, and perform 
customer data transfers, customer trust in digital banking 
services is expected to increase. 

PERSONAL 
DATA 
PROTECTION 
AND THE 
RISK OF DATA 
BREACH 
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However, the lack of regulation over data protection will cause 
privacy and personal data management threats, such as data 
breaches. Threats of data breaches have surfaced more and 
more within the development of the digital economy in Indonesia. 
Throughout 2020, there have been a series of data breach cases 
experienced by the government or private companies such as 
e-commerce platforms. These cases of data breaches occurred 
around May to November 2020.

Gambar 9 Rangkuman Kasus Kebocoran Data selama Tahun 2020-2021

BPJS Kesehatan
The breach of the 279 million data 
of residents that were hacked 
from the BPJS kesehatan website. 
The leaked resident data are sold 
to the Raid Forums online 
included identification number 
(NIK), mobile phone number, email, 
address, and salary

Bhinneka.com 
A group of hackers under the name 
ShinyHunters claim to have sold 1.2 
million data of Bhinneka.com users. 
ShinyHunters were said to have sold 
the 1.2 million Bhinneka.com users for 
the price of US$ 1200 or around Rp 
17.8 million in May 2020. 

KreditPlus 
The personal data of around 890,000 
KreditPlus customers were suspected of 
being leaked and freely sold in Raidforums, 
an open forum usually used as a channel 
for leaked database exchange. The 
database contains several sensitive 
personal data such as name, email 
address, password, address, phone number, 
occupation, company data, and Family 
registry card data.

RedDoorz 
5.8 million of RedDoorz user data that 
was sold for US$ 2000 or around Rp 
28.2 million in November 2020. The data 
was openly sold on the Raid Forum site 
that can openly be accessed. The leaked 
RedDoorz user data included name, 
e-mail, bcrypt password, profile photo, 
gender, and phone number.

Tokopedia 
As many as 91 million user data and 
more than seven million merchant 
data were said to be available for 
sale on the dark web. The Tokopedia 
user data being sold covers gender, 
location, username, the full name of 
users, email addresses, mobile 
phone numbers, and passwords. 

The 2014 Election Voter List 
The data of millions of Indonesian 
residents were suspected to be 
leaked and are distributed through 
the hacker community forums. The 
data gathered included several 
sensitive information, such as Full 
Name, Family Registry Card 
number, Identification Number 
(NIK), date and place of birth, 
address, and several other personal 
data.

Cermati 
Around 2.9 million user data of 
fintech platform Cermati were 
hacked and freely sold through 
hacker forums, along with 34 million 
user data from 17 other companies. 
The freely traded Cermati user data 
includes Full name, Identification 
Number, Tax Registration Number, 
Address, phone number, account, 
mother’s maiden name of the users, 
and the occupation of the Cermati 
users, which was for sale 2.200 USD.

ShopBack 
ShopBack admits finding illegal 
access to a system that contains 
user data.

Figure 13 Summary of Data Breach Cases Between 2020-2021

Source: http://tekno.kompas.com and http://nasional.okezone.com (2021)
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The threat of data breaches is also present in banking. 
Banks have millions of user data. In order to perform banking 
transactions, Banks will request data from customers or 
potential customers. On the other hand, customers do not have 
the option but to trust Banks with their data. Therefore, Banks 
are expected to uphold the trust by preventing customer data 
leaks. The data breaches of bank users can cause financial loss 
to customers in addition to financial and reputation damage for 
the Bank. A customer data breach can be caused by hacking the 
Bank’s system or malicious intent in selling customer data by 
a bank employee. The number of data managed by Banks must 
be counterbalanced with fortification efforts for data protection 
to avoid hacking. Customer data management must also be 
supported with proper management and data governance to 
avoid the transmission of customer data by bank employees.

THE RISK OF 
MISALIGNMENT 
BETWEEN 
INFORMATION 
TECHNOLOGY 
INVESTMENT 
AND BUSINESS 
STRATEGY 

Figure 14  
The Technology 
Expenditure of Several 
Banks in 2019
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The inevitability of digitalization makes digital transformation a key 
for banks to sustain and compete in the 4.0 industry revolution era. 
The acquisition of information technology infrastructure to support 
digital transformation will definitely require a sizable investment. For 
example, big Banks allocate a large portion of their capital expenses 
for information technology development.
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Considering the size of capital expenditure for information 
technology, Banks would need to formulate the right information 
technology development strategy regarding cost and benefit. 
Furthermore, the strategy must be integrated into the Bank’s 
overall business strategy. If a bank’s strategic information 
technology plan and business strategy are siloed, it will cause 
asymmetry between the products and services of the Bank and 
the expectation of the market, causing failure for the bank.

The experience of several digital banks in the UK, such as Bό and 
Monzo, provided valuable lessons on the importance of harmony 
between a bank’s information technology strategy and business 
strategy (BNM, 2021). Bό was shut down 6 (six) months after its 
launch. Bό has only recruited 11,000 users because its products 
and services lack unique selling points that differentiate them 
from the offerings of other digital banks.

While Monzo suffered tremendous losses because it developed 
premium account products that failed to generate income, 
ultimately causing a loss of US$131 million, another cause of 
losses for Monzo is its massive expansion to the United States 
during a 33% contraction in the second quarter of 2020 due to 
the Covid-19 pandemic. Thus, to stay afloat, Monzo had to depend 
on the monetization of its existing 4.3 million customers instead 
of new market expansions. The experience proved that expansion 
in information technology does not guarantee banks’ profitability 
if it is not aligned with its main business strategy and supported 
by appropriate risk management. 
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Digitalization is 
inevitable. However, 
a transformation 
toward a digital 
bank does not 
guarantee banks’ 
profitability if it 
is not supported 
with a clear 
business plan and 
appropriate risk 
management. 

Bό

Royal Bank of Scotland (RBS) launched Bό in November 
2019 as a digital banking service. The move was made 
to compete with financial technology start-ups such 
as Monzo, Revolut, and Starling who has quickly gained 
millions of customers. Bό was focused on providing 
“money-saving” tips for its customers. Before shutting 
down its operations, Bό had 11,000 customers. However, 
at the beginning of 2020, RBS announced that Bό would 
end its operations. Why did this happen? First, Bό had 
a low engagement with its customers. Engagement 
with customers serves as an essential point for Digital 
Banks. In addition, Bό did not make its product different 
from other Digital Banks operating in the UK. The 
severe competition between Digital Banks in the UK has 
raised customer expectations. The poor engagement is 
apparent from the low customer feedback. Review for 
the Bό application in the App Store had gotten a 3.2 out 
of 5 ratings.

Second, the inadequate development of information 
technology caused some issues. The IT (information 
technology) at Bό had to focus on overcoming the bugs 
in their IT system. 

The last reason, the IT development at Bό was very 
dependent on one person. Therefore, when the said 
person left Bό, the IT and business development of Bό 
were generally stopped.
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Monzo

Monzo is one of the first digital banks that was launched 
in the UK in 2015. When it was launched, Monzo had 
close to five million customers. IHowever, in 2020, Monzo 
suffered a massive loss because it developed a premium 
account product that could not generate income. The 
premium account product offered by Monzo was not 
the best strategy to generate sustainable income to 
cover the expenses that Monzo had incurred from hiring, 
marketing, and product development. Instead, according 
to analysts, Monzo should have focused on developing 
its loan products and wealth management services. In 
addition, the decision to do a significant expansion to 
The United States was a contributing factor to Monzo’s 
losses, with the American economy suffering a 33% 
contraction in the second quarter of 2020.
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Technology was created to assist and facilitate daily activities. 
Artificial intelligence is predicted to be the key technology of the 
future that will replace humans’ role. Artificial intelligence works 
by combining a number of specific data, repetitive processing, 
and smart algorithm to enable the artificial intelligence software 
to automatically learn the patterns or features that exist within 
the data. Even though artificial intelligence is expected to bring 
significant benefits, the debate about the risk of artificial intelligence 
is still taking place. 

The national banking industry needs to properly understand the 
mechanism of artificial intelligence in order to implement it widely 
while still anticipating the risk it may bring. In the banking sector, 
artificial intelligence has been utilized in several fields such as 
to automate several tasks (to detect fraud, money-laundering 
transactions, or as the decision engine in the credit card application 
process). The utilization of artificial intelligence has brought many 
positive effects on bank operations especially in increasing the 
efficiency of banks with task automation. However, potential for the 
misuse of artificial intelligence to cause harm to customer is quite 
high. Several identified artificial intelligence risks are algorithm bias, 
deepfakes, and independent decision-making ability.

THE RISKS OF 
ARTIFICIAL 
INTELLIGENCE 
TECHNOLOGY 
MISUSE

Algorithm Bias Deepfakes Independent 
decision-making ability 

Risiko Penggunaan Artificial intelligence

Figure 15 The Risk of 
Artificial Intelligence 
Utilization

Source: McKinsey (2019) and European Parliament Researches Services (2021)
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Algorithm Bias

01 Algorithm bias refers to the algorithm errors that systematically 
and repetitively occurs resulting in an unobjective (unfair) outcome. 
Unfair outcomes can be interpreted as outcome that systematically 
give special preferences or is less favorable towards certain 
individuals/groups/cohorts when there are no relevant differences 
between the groups that justifies the preference or disadvantage. 
Algorithm bias can be caused by 2 (two) main factors. First is data 
bias. An inadequate dataset or overrepresentation of data for some 
groups of people over others can train the algorithm to produce an 
unobjective prediction model. Second is human bias. Humans as the 
algorithm designer can input certain preferences toward a criterion 
or a model developed which causes an unobjective prediction 
model. An example of algorithm bias in banking is in credit rating 
assessment, which does not consider relevant debtor criteria or 
uses a dataset that overrepresents a certain group of debtors, 
causing certain groups’ credit application to be rejected. 

 

Deepfakes is the ability to create synthetic image, text, and audio 
to impersonate somebody else’s identity online. Deepfakes can be 
used to recreate a very convincing profile of a person. Deepfakes 
can be misused to violate customer privacy, resulting a breach of 
the customer’s account especially if the information technology uses 
facial recognition as authentication method. 

Artificial intelligence tends to have the ability to make its own 
decisions based on the massive data it retains. The decisions made 
by artificial intelligence may not be in line with the original purpose 
of the artificial intelligence development. The decision can have 
negative consequences on the Banks or the Bank’s customer.

Cyber-attacks are one of the threats to anticipate in the industry 

DEEPFAKES

INDEPENDENT 
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ABILITY

02
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4.0 era. Cyber-attacks continue to increase every year, causing 
sizable damage. Data from the National Cyber Security Operation 
Center BSSN shows that throughout 2020 there were 495 million 
cyber-attacks or 5 (five) times more from the previous year with 
228 million cyber-attacks. 

When compared to every occurence of cyber-attacks, the 
financial sector is the sector most often hit by cyber-attacks. 
Cyber-attacks that target the banking sector have financial 
motives. The various cyber-attacks in Indonesia tend to inflict the 
banking industry by exploiting social engineering, OTP Fraud, SIM 
Swap, weakness in Bank systems, and phishing.

RISKS OF 
CYBER 
ATTACKS
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Graph 6  
Cyber   Attacks by 
Industry 2020

Source: National Cyber Security Operations Center BSSN (2021)

Based on the Implementation Report of the Anti-Fraud Strategy 
for the period of Semester I 2020 – Semester I 2021, there were 
7,087 reports of cyber fraud, 45% of the frauds were reported in 
Semester II 2020. Out of that number, the majority of the cyber 
frauds (71.6%) were reported to happen to State-Owned Commercial 
Banks and Regional Banks, followed by Privately-Owned Commercial 
Banks (28%), and Foreign Bank Branch Offices (0.3%). The types 
of cyber fraud with the highest percentage Other Activities (48%), 
followed by fraud (42%).

The parties who suffered from these attacks are mostly Banks, with 
77% of the total occurrences, 20% are customers, and the rest are 
other parties at 3%. Realized losses that inflict General Commercial 
Banks are reported to amount to Rp246.5 billion, a potential loss of 
Rp208.5 billion, with a recovery value of Rp302.5 billion. The realized 
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losses suffered by bank customers are reported to be Rp11.8 billion, 
a potential loss of Rp4.5 billion, with a recovery value of Rp8.2 billion. 
The realized loss suffered by Other Parties are reported to be Rp9.1 
billion, a potential loss of Rp3.8 billion with a recovery value of Rp3.8 
billion.

Banks often outsource information technology to third parties 
because it is more effective and efficient to have competent 
information technology experts to handle the complexities and 
continuous updates. However, outsourcing can increase the potential 
risk for a bank, and this means it requires the implementation of 
the prudential principle and proper risk management to delegate 
the partial execution of the tasks. Several potential risks that 
outsourcing might bring include strategic risks, operational risks, 
regulation and compliance risks, reputation risks, and several 
concentration risks. 

Strategic risk that may arise from outsourcing activities include:

a. The work performed by the service provider is not in line with 
the purpose of the outsourcing and the Bank’s strategy in 
general.

b. The Bank does not have parameters or precise evaluative tools 
to assess the work conducted by third parties, rendering the 
supervision and monitoring performed by the Bank ineffective.

Operational risks that may arise from outsourcing activities include:

a. Interruptions or defects on systems/information technology that 
were outsourced to another party, ultimately delaying the Bank’s 
operational activities. 

b. The Bank does not have adequate financial ability to pay its 
dues. 

OUTSOURCING 
RISKS
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RISKS

OPERATIONAL 
RISKS
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Regulation and compliance risks that may arise from outsourcing 
activities include:

a. The service provider does not understand the regulations/
provisions concerning the work that the Bank is outsourcing. 

b. The service provider does not have adequate compliance and 
internal control systems.

Reputation risks that may arise from outsourcing activities include:

a. The standard of service for customers of the bank from the 
service provider does not meet the Bank’s standard of service. 

b. Poor service from the service provider can cause customer 
dissatisfaction and tarnish the Bank’s reputation.

Concentration Risks that may arise from outsourcing activities 
include:

a. Systemic disturbances that occur due to several Banks using 
the same information technology service provider. 

b. Material outsourcing activities become concentrated on one 
service provider company so that when the service provider 
experiences an issue the Bank is unable to perform its 
operational and service activities.

Digital transformation brings changes in terms of information 
technology utilization and encourages institutions to adapt by 
being digitally oriented. Institutional arrangements are a crucial 
supporting element in an organization. These hold a vital role in 
creating organizational value, which serves as the direction and 
strategy for the company as it conducts business activities. In 
the context of Digital Transformation in Banking, utilizing the 
latest technology for banking business processes needs to be 
complemented with an overall transformation of the institutional 
arrangements, including from management, structure, organization, 
and quality of human resources. According to a report by McKinsey 
(2021), several fundamental steps need to be taken in order to build 
a digitally-oriented business, reflected in the 5 (five) interconnected 
foundational building blocks as follows:
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Figure 16 Interconnected 
Building Blocks to Build 
a Digital Business

Source: Modified from McKinsey (2021)
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To build a digital business, Banks need to have core assets as 
the foundation, such as data, application/software, advanced 
technological infrastructure, and digital talent, which will bring 
competitive advantage. Ownership of core assets will enable Banks 
to design and develop products based on information technology 
following trends and market demands, further increasing their 
competitiveness and providing the Banks’ ammunition to survive the 
harsh competition in digital business.

Utilizing the latest advanced technology that is not complemented 
with an analysis of needs and preferences to bring added value to 
customers will not guarantee a Bank’s success in providing financial 
services for customers. Therefore, in formulating a digital business 
strategy, the first thing a Bank should do is identify the needs of its 
stakeholders concerning the financial products and services that 
the market has not fulfilled.

In designing digital-based financial products and services, Banks 
will need to develop products and services with human-centered 
designs and are personalized to adapt to the needs, comfort, and 
characteristics of customers to create customer engagement and 
customer experience. Products and services that have user-oriented 
design is a continuous process throughout the life cycle of said 
products or services, requiring banks to adopt an agile business 
model, perform research and development for applications in a 
short period, and perform testing in order to fine-tune/develop the 
products and services to keep up with the dynamic needs of the 
customers.
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The key to a bank’s successful digital business is to have a product 
that meets the needs of its customers. In order to create products 
aligned to customers’ needs, in addition to research on customer 
needs, Banks are also required to use the skills and talents in 
advanced technology to design banking products and services. In 
other words, Banks will need to adopt a hybrid model in creating 
a cross-function working culture by combining skills and talents 
in finance with the skills and talents in technology to design and 
create products and services that are robust and meet customers’ 
expectations. 

In order to provide products and services based on the 
dynamically-changing market demands, Banks will need to 
explore several business models to find the best one that meets 
the needs of the market. Exploring the business model will 
allow banks to perform trial and error over several options and 
alternatives in order for the products a Bank offer will be a “a 
must-have” instead of a “nice-to-have”.

Financial inclusion is one of the keys to successfully building the 
economy of a country. The World Bank (2008) identified financial 
inclusion as the absence of obstacles to using financial products 
and services, both in the form of price or non-price. It is why the 
accessibility of the financial sector becomes a critical point in 
creating an inclusive financial system.  
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People with disabilities as a societal group often experience 
economic vulnerability due to the many limitations they face. 
These limitations affect the low level of financial inclusion for 
people with disabilities. The low access for disabled people to 
the financial sector is one of the factors that can hinder the 
economic growth of people with disabilities. 

Technological development has allowed for convenience, and 
this also extends to people with disabilities. Some facilities that 
make use of technology should make everything integrated 
and accessible for everyone. However, not all daily-use tech-
based services are friendly to people with disabilities. A study 
conducted by Bappenas, OJK, KOMPAK, and DEFINIT (2017) shows 
that as many as 84.47% of financial services institutions at the 
center level do not have particular policies on financial services 
for the people with disabilities. In addition, as many as 91.26% of 
financial services institutions at the center level do not have a 
special Operational Technical Guidelines in relation to financial 
services for the people with disabilities. At the regional level, 
the study shows that 88.57% of financial service institutions do 
not maintain a special policy on financial service for people with 
disabilities. Thus, concrete steps need to be taken to increase 
digital banking services for people with disabilities.

Banking customers’ digital finance literacy level is one of the 
factors that encourage cyber crimes—referring to data from 
the Directorate of Cybercrimes Bareskrim Polri, between 
January-September 2020, as many as 2,259 complaints from the 
public were reported on cybercrime. Eighteen complaints were 
electronic system hacking, 649 for online fraud, 39 for data or 
identity theft, and 71 for data manipulation (CISSREc, 2020). The 
report shows that online fraud is the one most frequently filed 
for, demonstrating people’s low understanding of the risks in 
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digital transactions. The low level of digital financial literacy of 
people is confirmed by data on the Digital Finance Literacy Index 
of Indonesia, which is currently only at 35.5% (Nasution, 2011). 

The low literacy of digital finance can cause even more digital 
crimes. Many cybercrimes happened due to the lack of customer 
understanding of the digital information management process 
and the lack of understanding from the customer about cyber 
security for their digital assets. This can indirectly impact the 
reputation of Banks, especially with regards to the level of 
security of banking services at Digital Banks. Because of this, 
banks are expected to be the main driver of customer digital 
finance literacy.

The main factor to a successful digital transformation 
is the evenly distributed availability of infrastructure 
and telecommunication networks across Indonesia. The 
implementation of banking digitalization would not be optimal 
to reach most of the customers in all areas across Indonesia if 
the infrastructure and telecommunication networks especially 
internet coverage, is insufficient, uneven, nor lack quality in all 
areas in Indonesia. The 22,000 spots under development will not 
be in operation until the Satria Satellite is in position. Most areas 
across Indonesia, except for Sumatra, Java, and Bali, are still 
planning information technology development. The infrastructure 
that a Bank must own is related to the availability and readiness 
of storage and network to support the implementation of digital 
transactions which may take the form of a physical server or by 
utilizing the cloud and an adequate security system.

UNEVEN 
INFORMATION 
TECHNOLOGY 
INFRASTRUCTURE

54 Blueprint for Digital Transformation in Banking

Chapter  2 Banking Opportunities and Challenges in the Industry 4.0 Era



SUPPORTIVE 
REGULATION 
FRAMEWORK

Palapa Ring Project
The plan of 80G Fiber Optic Palapa Ring
Existing Fiber Optic Operator
The Plan of Fiber Optic operator
The Plan of 1G Microwave Palapa Ring

BTS Signal
1606

Internet Access 
7542

Numbers refer to the amout of construction site

*Construction of 22.000 
of points have not yet operated 
until the operation of 
Satelite of Satria

Digital Acceleration Implementation Strategy

Infrastructure 
Construction

2020 202520242023202220212020

639BTS 4G services
(location) 7.904--3.0654.200

7.904
Internet access 
(public services point) 109.90440.00040.00022.000-

142

1.567

317

784

95

1.185
862

1.844

185

1.211

5

951

KalimantanSumatra

Java Bali & Nusa Tenggara

Papua & Maluku
Sumatera

Figure 17  
Information Technology 
Infrastructure 
Distribution Map 
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(2020)

Not only from banks, but regulators also face challenges in 
keeping regulations up to date to accommodate the industrial 
developments of the industry 4.0 era. Regulators will have to 
quickly create policies that can encourage the development 
of digital-based services. It is done by updating policies and 
regulations relevant to products and institutions in implementing 
information technology to support the acceleration of the Digital 
Transformation in Banking. 

55Blueprint for Digital Transformation in Banking

Chapter  2Banking Opportunities and Challenges in the Industry 4.0 Era





This Page Intentionally Left Blank



Chapter

03
BLUEPRINT 
FOR DIGITAL 
TRANSFORMATION 
IN BANKING

“It is not the strongest 
of the species that 
survives, nor the most 
intelligent; it is the 
one most adaptable to 
change.”  
 
(Charles Darwin)

“





Customer

Customer
Insight

Customer
Experience

Customer
Engagement

Customer Trust
and Perception

Customers with
Disabilities

Data Technology Risk Management Collaboration Institutional
Arrangements

Data Protection IT Governance IT Risk Management Platform Sharing Finance & Investment

Data Transfer

Data Governance

Technology
Architecture

Emerging Technology
and Application a.I:

Collaboration 
between financial 
institutions and 
non-financial 
institutions

Outsourcing

Cybersecurity

Culture

Leadership

Organizational Design

Talent

- Machine Learning
- Artificial Intelligence
- Cloud Computing
- Open API
- Blockchain/Dis-
  tributed Ledger
  Technology
- Regtech/Suptech

The Blueprint for Digital Transformation in Banking was prepared 
as a policy to accelerate digital transformation in banking. This 
blueprint focuses on 5 (five) main elements that will provide banking 
digitalization policies, including guidelines for implementing data, 
technology, risk management, collaboration, and institutional 
arrangements within the banking industry. These five elements 
are strategic steps to encourage banks to create innovative 
financial products and services to meet customer expectations 
with customer-centric orientation. Some aspects that need to 
be considered are customer engagement, customer experience, 
customer insight, customer trust and perceptions, as well as ease of 
access for groups of customers with disabilities.

Figure 18 Blueprint for Digital Transformation in Banking
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The five elements in the Blueprint are further elaborated into 
sixteen sub-elements. The implementation of all these elements and 
sub-elements will be carried out through both regulatory approach 
and facilitative approach. The regulatory approach will be carried 
out through the issuance of principle-based regulations. Moreover, 
the facilitative approach will be carried out by issuing guidelines 
related to digital transformation in banking which is expected 
to encourage banks to accelerate their digital transformation. 
Implementations of elements and sub-elements require commitment 
and close collaboration from all stakeholders to achieved resilient, 
competitive, and contributive banking.
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Data is becoming a new kind of wealth far more valuable than 
gold or oil in this digital era. Advance development in information 
technology utilization results in the ease of data collection, 
processing, and transfer. Data exchange will be carried out more 
frequently with the development of open banking by utilizing API 
technology.

However, banks need to be careful with their customer data. As 
previously stated, banking is expected to function as a secure 
data repository. For this reason, it is necessary to formulate 
rules regarding data in order to protect banks’ customers. 
Adequate data protection will be able to give customers 
confidence in making their data available for a wider variety of 
purposes without any concern of misuse or violation of personal 
rights. 

Several of crucial elements related to data, namely data 
protection, data exchange arrangements (data transfer), and 
data governance in banking, are important. An exemplary 
implementation of these elements will increase public trust in 
banking, especially in the digital era.

Data protection policies are basically schemes that govern 
the collection, processing, and storage of customer data. The 
formulation of norms of data protection, including implementation 
of data protection, refers to several principles which need to be 
considered by the Bank as follows:

DATA 
PROTECTION

DATA

62 Blueprint for Digital Transformation in Banking

Blueprint for Digital Transformation in Banking



1. The principle of protection states protection to the data owner 
regarding their data and the rights to have the data free from 
data misuse.

2. The principle of legal certainty states the legal basis for data 
protection and all aspects which support its implementations 
that have received legal recognition both inside and outside the 
court.

3. The principle of public interest states the enforcement of 
data protection should entangle the public interest or society, 
including the interests of state administration and national 
defense and security.

4. The principle of expediency states the regulation of data 
protection must be beneficial to the national interest, especially 
in achieving the ideals of public welfare.

5. The principle of precautionary states the obligation of all parties 
related to data processing and monitoring to pay attention to all 
aspects that potentially cause any losses.

6. The principle of balance states that data protection measures 
should balance the rights to data in one party with legitimate 
state rights based on the public interest.

7. The principle of responsibility states that all parties related 
to data processing and monitoring act responsibly to ensure 
the balance of rights and obligations of the parties involved, 
including the data owner.

Figure 19
Principles of Data 
Protection Governance
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LAWFULNESS, 
FAIRNESS, AND 
TRANSPARENCY

Principle 1

7 MAIN 
PRINCIPLES

In addition, banks need to fulfill 7 (seven) main principles in 
collecting and processing customer data, which are as follows:

Personal data must be processed lawfully, fairly, and in transparent 
manner in relation to individual data subjects. 

Lawfulness means that the Bank has a valid legal basis to personal 
process data and avoid illegal activities when processing any 
personal data. 

a. Consent, which means the data subject has given the consent to 
process personal data for one or more specific purposes. 

b. Contract,  means that data processing is required to execute 
a contract, with the data subject being the party who will sign 
the contract or take steps at the data subject’s request before 
signing a contract.

c. Legal obligation means data processing is required to fulfill the 
Bank’s obligation to comply with the law.

d. Protection of vital interests means data processing is necessary 
to protect the vital interests of data subjects or other 
individuals. 

e. The public task means data processing required to implement 
tasks carried out in the public interest or the implementation of 
the official authority given to the Bank.

f. Legitimate interest means that data processing is necessary 
for the purposes of the legitimate interests of the Bank or third 
parties unless such interests are annulled by the interests or 
basic rights and freedoms of data subjects.

Fairness means that the Bank must not misuse personal data 
or collect, store and process data in a way that deceives or 
misleads individuals to harm a person. 

Transparency means that the Bank needs to communicate 
clearly, openly, and honestly to customers about how their 
personal data is used.
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LIMITATION OF 
PURPOSE

Principle 2

Principle 3

Principle 4

Principle 5

DATA 
MINIMIZATION

ACCURACY

STORAGE 
LIMITATION

Purpose limitation means that personal data must be collected for 
a clear, explicit, and legitimate purpose and not further processed in 
any way that is inconsistent with that purpose.

Data minimization means that personal data must be adequate, 
relevant, and limited to what is required in relation to the purpose 
of its processing; or other words, the Bank can only collect the 
minimum required data.

Personal data must be accurate, constantly updated if required. 
Every step must be taken to ensure that any inaccurate personal 
data is deleted or corrected without delay.

Personal data must be stored in a form that allows identification of 
the data subject and stored for no longer than the period necessary 
for the purpose of processing the personal data.

Personal data must be processed securely, including protection 
against unauthorized or illegitimate processing and protection 
against accidental loss, destruction, or damage.

Banks as data controllers must be responsible and demonstrate 
compliance with the broad principles of data collection and 
processing. For this reason, Bank needs to have documentation 
related to data collection and processing and implement technical 
steps for organization and data protection, including appointing a 
data protection officer.

Principle 7
ACCOUNTABILITY

Principle 6
INTEGRITY & 
CONFIDENTIALITY
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7 Principles of 
Data Collection 
and Processing

Accurate

Integrity and
Confidentiality

Data
Minimization

Accountability

Lawfulness, Fairness,
and Transparency

Storage
LimitationPurpose

Limitation

Figure 20 Principles 
of Data Collection and 
Processing

Source: EU GDPR (2016)
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Customer-
Provided Data

Examples
Personal address and 

customer contact details; 
information about the 

financial situation when 
opening an account or 
applying for a loan and 

information for the purpose of 
making payments such as a 

list of payees.

Value-Added
Provided Data

Examples
Revenue/asset data;

customer identity verification 
checks; credit reporting data; 

credit score; data about 
customers that have been 
collected and all customer 

accounts; customer behavior 
data.

Transaction
Data

Examples
Records of deposits, transfers 

and other transactions made by 
customers (such as direct 

transactions with merchants), 
account balances, interest 

earned or charged; other costs 
incurred by the customer.

Aggregated
Data

Examples
Average account balance by 

zip code or income quintile, or 
average small business 

overdraft size by industry 
segment.

In data transfer, there are aspects that banks need to consider, 
namely the rules for the type of data transferred, the parties 
involved in data transfer, and data transfer arrangement.

The types of data in banking are classified into 4 (four) types 
of data categories: customer-provided data, transaction data, 
value-added customer data, and aggregated data.

DATA 
TRANSFER

DATA TYPE

Figure 21 Category of Data Types
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Customer-provided data is data and information provided directly 
by customers or potential customers to the Bank. Examples of data 
that fall into this category are personal addresses and contact 
details of customers, information about the financial situation when 
opening an account or applying for a loan, and information on the 
purpose of making payments, such as a list of payees.

Banks as data holders can share all the information customers 
provide to banks as long as they receive orders or consents from 
customers to transfer said data. Data transfer exceptions apply to 
the customer-provided data used to support the identity verification 
assessment. Banks can only provide data that fall as supporting 
data or information for identity verification directly to customers. If 
ordered or consented by the customer, the Bank as the data holder, 
is obliged to share the identity verification assessment results to 
fulfill certain laws such as anti-money laundering.

Transaction data is data generated as a result of transactions 
made on customer accounts or services. Examples of data that fall 
into this category are records of deposits, withdrawals, transfers, 
and other transactions made by customers (such as direct 
transactions with merchants); account balance; interest earned or 
charged; and costs borne by the customer. Banks as data holders 
can share all information provided by customers to the Bank as 
long as they receive orders or consents from customers to transfer 
such data.

Value-added customer data is data generated from the Bank’s 
attempts as a data holder to gain insight into customers. Examples 
of data that fall into this category are income/asset data, customer 
identity verification checks, credit reporting data, credit scores, 
data about customers that have been collected from all customer 
accounts, as well as customer behavior data that has been collected 
from geolocation, e-commerce, and so forth. Data generated by 
the Bank in attempts to gain insight into customers, analysis or 
data transformation by the Bank can be shared with other parties 
without the need for customer consent.

CUSTOMER-
PROVIDED DATA 

TRANSACTION 
DATA 

VALUE-ADDED 
CUSTOMER DATA 
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Aggregated data is aggregated data created by the Bank using 
several customer data to produce data that is not identified, 
collective, or averaged across customer groups or sub-groups. 
Examples of data that fall into this category are average account 
balances by postal code or income quintile, or average small 
business overdraft size by industry segment. For data included in 
the category of aggregated data, the Bank can share information 
with other parties without customer consent.

Parties involved in data transfer are:

1. The party who may order the Bank to transfer individual data is 
the customer who owns the Bank account, whether an individual 
customer, corporation, or an MSME.

2. Banks have an obligation to share data upon customer orders.

3. The data receiving entity is obliged to share the data provided 
by the customer to the entity to the Bank on the customer’s 
orders (reciprocal obligations).

Having consistent rules for banking concerning data transfer 
can cultivate banking confidence to take part in the digital 
economy ecosystem. Several aspects that need to be considered 
by banks in transferring data include data transfer agreements, 
data transfer means, customer data security, obligations of 
the parties involved in data transfer, data protection impact 
assessment, customer rights in data transfer, and data transfer 
in emergency conditions.

PARTIES 
IN DATA 
TRANSFER

AGGREGATED 
DATA

DATA 
TRANSFER 
ARRANGEMENT

Figure 22
Aspects in Data 
Transfer
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Cooperation between banks and third parties that cause data 
transfer to occur must be stated in a data transfer agreement. 
Data transfer agreement - must contain at least the following:

1. The data controlling party at each stage of data transfer;

2. The purpose of data transfer- which includes the specific 
purpose, why the transfer of data is needed and the benefits 
obtained from the transfer of data;

3. Other third parties that may be involved in the transfer of data;

4. Data to be transferred;

5. The lawful basis used is the legal basis of the parties to transfer 
data;

6. Procedures for fulfilling the rights of data subjects such as 
access of data subjects to data carried out by the data transfer 
process; and

7. Technical arrangements (such as details of datasets, periodic 
sampling, data quality analysis, data record formats, common 
rules for data retention and deletion, security agreements, data 
access request procedures, and termination of data transfer).

Data transfer agreements should be reviewed periodically or when 
changes occur that result in significant customer complaints or the 
event of a security breach.

Consumer data transfer is allowed through API facilities.

 

Banks must take security measures to protect the transferred 
customer information. Banks need to ensure that the transferred 
customer information will still be protected according to security 
standards by the recipient of the data. To do this, the recipient of 
the data needs to: 

1. understand the nature and sensitivity of the data; and

2. ensure that security measures are taken, especially to ensure 
that the Bank has incorporated a series of agreed security 
standards into the data transfer agreement.

DATA TRANSFER 
AGREEMENT

CUSTOMER DATA 
SECURITY

MEANS OF DATA 
TRANSFER
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Banks need to regulate the allocation of responsibilities of parties 
involved in data transfer. Basically, the parties involved in data 
transfer are responsible for their actions but are not responsible for 
the other party’s mistakes.

The following is an example of the allocation of responsibilities 
between the Bank and the recipient of the data: 

1. The Bank must be responsible to customers for providing 
incorrect information to data recipients.

2. The Bank must be responsible to customers for providing 
unauthorized sharing of information to data recipients.

3. The Bank is not responsible for the losses suffered by the 
customers due to the products offered by the data recipient.

4. The Bank is responsible to customers for correction of customer 
information data records.

5. The Bank must be responsible to customers for losses suffered 
by customers due to failure to transfer data as to customer 
orders.

6. The Data recipient is responsible to customers for losses 
suffered by customers due to data leakage by data recipients.

7. The Bank is not responsible for data leakage experienced by the 
data recipients.

8. The Bank is not responsible for the actions taken by the data 
recipients.

DPIA is a process that needs to be carried out by the Bank to 
identify and minimize risks related to data protection from a project 
implemented by the Bank. Banks must carry out DPIA if the data 
collection and processing process carried out by the Bank can to 
carry a high risk to customers. Conditions that require the Bank to 
perform DPIA:

1. Implementation of new technology;

2. Tracking the location or behavior of individuals;

3. Performing systematic monitoring of places that are accessible 
to the public on a large scale;

DATA PROTECTION 
IMPACT 
ASSESSMENT 
(DPIA) 

OBLIGATIONS 
OF PARTIES/
LIABILITY 
ARRANGEMENT
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4. Processing data related to race, ethnicity, political opinion, 
religion or adherents of particular beliefs; members of trade 
associations; genetic data; biometric data for individual 
identification purposes; health data; and data on sexual life or 
sexual orientation;

5. Processing data that will be used to make automated decisions 
regarding individuals who have the potential to have legal 
repercussions; and

6. Processing data that can harm on the physical data subject if 
the data is leaked. 

Customers involved in data transfer have the right to the following:

1. the right to access the personal data that is transferred;

2. the right to be notified of how and why their data is used;

3. the right to have the data corrected, deleted, or restricted; and

4. the right not to be subject to Bank decisions based on 
automated processing such as the results of big data analytic 
processing.

In an emergency, the Bank may transfer data with other parties as 
needed and proportionally. Examples of emergencies include natural 
disasters, terrorist attacks, the Covid-19 pandemic, or other urgent 
needs to protect national security.

CUSTOMER 
RIGHTS IN DATA 
TRANSFER

DATA TRANSFER 
IN EMERGENCY 
SITUATIONS
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Banks are business entities built on data; therefore, data 
governance needs to be an important concern in Bank’s business. 
Data governance is a process of determination, application, and 
monitoring strategies, policies, and joint decision-making on 
managing and using data assets. In the Bank’s business, the main 
objective of data governance is to enable the Bank to manage 
data as an asset and to strive for the availability of reliable and 
accurate data for risk aggregation and reporting, including data 
accountability and data traceability.

In achieving data governance objectives and obtaining optimal 
benefits from data governance programs, Banks need to pay 
attention to 8 (eight) principles in data governance as follows:

1. Integrity: Actors involved in a data governance must always 
follow the principles of integrity, honesty, and openness relating 
to drivers, constraints, options, and the impact of decisions 
related to data.

2. Transparency: The data governance process must be 
transparent, evident to all stakeholders involved and auditors, 
and transparent on how and when decisions and controls 
related to data are inserted into the process.

3. Auditability: Decisions, processes, and controls related to 
data that are subject to data governance will be audited, so 
documentation is required to support compliance-based and 
operational auditing.

4. Accountability: Clear accountability for cross-functional data-
related decisions, processes, and controls.

5. Stewardship: Clear accountability for stewardship activities 
for which individual contributors are responsible, as well as 
accountability for the Data Manager group.

6. Checks-and-Balances: Between the Business and Information 
Technology Teams and between creators/collectors, managers, 
users, and initiators of information compliance standards and 
requirements.

7. Standardization: There is a clear standardization of data at the 
Bank.

8. Change Management: The data governance program supports 
proactive and reactive Change Management activities related 
to reference data values and the structure/use of master data 
and metadata.

DATA 
GOVERNANCE
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Figure 23
Principles of Data 
Governance

Source: UNSW Australia

In principle, data governance for Banks is a business strategy 
initiative. The concept of data governance is not a program initiative 
of the Bank’s Information Technology (IT) division and should not 
be driven by information technology. The implementation of data 
governance is initiated by the business work unit. The business work 
unit provides direction, initiative or plan related to the role of the IT 
division to carry out the plan making the technical implementation 
of information technology as merely an end result of the data 
governance program. This process includes the people, process, and 
technology required to ensure that the data is in accordance with 
its intended purpose.

IMPLEMENTATION 
OF DATA 
GOVERNANCE

Figure 24  
Implementation of Data 
Governance
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The human element in data governance includes data ownership 
and stewardship, which explains the roles and responsibilities of 
each part of the Bank’s organization involved in data governance. 
Data management levels include strategic level, managerial level and 
operational level.

At the strategic level, the owner and user of data is the Board 
of Directors. The Board of Directors must formulate a data 
strategy, review key events related to data governance, and take 
full responsibility for data governance, including managing the 
roles and responsibilities of each section (data ownership and 
stewardship) for data governance. The Board of Directors shall 
determine and authorize the designated departments to lead and 
be responsible for the data governance system, oversee the data 
management operating mechanism, and appoint the appropriate 
Chief Data Officer (CDO). CDOs are expected to have a balanced 
mix of technical knowledge, analytical skills, expertise in legal and 
regulatory matters as well as business competencies.

The managerial level is responsible for developing and implementing 
data policies at the enterprise and local levels. The Bank’s senior 
management must be responsible for establishing and implementing 
systems for data governance, accountability, incentives, data quality 
control, and must report to the Board of Directors on a regular 
basis.

The operational level of data governance consists of data stewards 
and data users. The data steward is a subject matter expert in 
the data domain. The data steward has the main responsibility for 
carrying out data management in accordance with established data 
management policies and standards. Data management by data 
stewards is carried out throughout the data life cycle from creation, 
collection or acquisition, access management, use, preservation or 
deletion of data to maintain quality, integrity, consistency, and to 
avoid duplication.

HUMAN 
RESOURCES 
(PEOPLE)

STRATEGIC LEVEL

MANAGERIAL 
LEVEL

OPERATIONAL 
LEVEL
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PROCESS

DATA QUALITY

Under the scope of discussion of process, data governance 
includes data quality and master data management.

The availability of reliable and accurate data for business 
analysis and risk reporting, including accountability and data 
tracking, is one of the data governance goals. Reliable and 
dependable data is valuable. In other words, the data needs to be 
of high quality. In managing data, Banks need to pay attention to 
8 (eight) sets of data quality dimensions as follows:

1. Accuracy: Accuracy refers to the condition that the data 
represent actual conditions or describe objects or events in the 
real world.

2. Completeness/Comprehensiveness: Completeness refers to 
whether all required data are available.

3. Consistency/Reliability: Consistency or reliability refers to the 
state that the value of a data field will be all the same in the 
same record file (record-level consistency) or the value of a data 
field will be all the same in different record files (cross-record 
consistency) or the value of a data field will be all the same 
in the same record file at different points in time (temporal 
consistency). Consistency can also be used to refer to format 
consistency.

4. Integrity: Integrity refers to the value of data attributes in 
accordance with the allowed limits. In data, integrity refers to 
referential integrity (consistency between data objects through 
key references contained in both objects) or internal consistency 
within the data set, so that no part is lost.

5. Reasonability: Data reasonability refers to data patterns that 
have met expectations.

6. Timeliness (Timeframe): The concept of data timeliness refers to 
the updating of data.

7. Uniqueness/Deduplication (Format): Data uniqueness states that 
no entity exists more than once in a data set.

8. Validity: Data is only valid if it conforms to its definition’s syntax 
(format, type, range).
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In the era of big data and data science, it is crucial for 
organizations to have a data architecture that is centralized and 
aligned with business processes, business growth directions, and 
technological advances. Architecture refers to a set of rules, 
policies, standards, and models that govern and determine the type 
of data collected and how that data is used, stored, managed, and 
integrated into an organization and database systems to support 
the organization’s strategy.

Data Modeling and Design are the processes of identifying, 
analyzing, compiling data requirements, and then representing 
and communicating data requirements into an appropriate form 
called a data model. The data model emphasizes data requirements, 
management, and operations.

Data Storage and Operations refers to the process of designing, 
implementing, and providing support for data storage to increase 
the value of data throughout the data lifecycle starting from the 
data creation or acquisition stage to data release.

Data protection and information security refer to the planning, 
developing, and implementing security policies and procedures to 
provide proper authentication, authorization, access, and audit 
of data and information assets. Banks must ensure that data 
privacy and confidentiality are maintained, not violated, and data is 
accessed properly. Banks need to establish strategies, policies, and 
data security standards. Banks are required to protect personal 
information and consumer privacy and the Bank’s internal as a step 
to mitigate risks, vulnerabilities, and threats.

Data Integration and Interoperability refers to managing the 
movement and consolidation of data between applications and bank 
organizations. 

Document and Content Management refers to the planning, 
implementation, and control activities for the lifecycle management 
of data and information found in any form or medium.

Data Architecture 

Data Modelling 
and Design

Data Storage and 
Operations

Data Protection 
and Information 
Security

01

02

03

04

Data Integration 
and Interoperability

05

Document & Content 
Management

06

Banks need to establish a comprehensive and effective master 
data management system. The components of master data 
management that need to be considered by the Bank are as 
follows:

MASTER DATA 
MANAGEMENT
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Reference and 
Master Data 
Management

Data Warehousing, 
Business 
Intelligence (BI) 
and Analytics

Metadata 
Management

07

08

09

Reference and Master Data Management for Banks manages shared 
data to meet organizational goals, reduce risks associated with data 
redundancy, ensure higher quality, and reduce data integration costs. 
Banks must have effective data reference management to facilitate 
the smooth flow of data so that complete, accurate, current, whole 
and consolidated data is available.

Data Warehousing, Business Intelligence (BI), and Analytics refers 
to planning, implementing, and controlling processes to provide 
decision-supporting data and support data users involved in 
reporting, to search, and analyzing data. Business Intelligence at 
Banks is needed to provide key business data so that the Bank can 
quickly and easily resolve business problems (business decision 
making) with accurate and timely data.

Metadata is vital to managing data quality. Metadata management 
refers to planning, executing, and controlling activities so as to 
enable access to integrated and high-quality metadata. Metadata 
management is key in meeting the Bank’s challenges to provide 
insight into the financial data aggregation process and the risks 
involved.

Data management on the technology aspect covers technology 
updates including the use of cloud technology and improving human 
resources related to data management systems.

In terms of updating technology, Banks need to systematically 
evaluate whether the technology used has protected data 
confidentiality, complies with the integrity principle, and the availability 
of the data is sufficient to reduce the risk to an acceptable level. 
Banks must have high awareness in terms of developing/updating 
data processing technology as a continuous improvement step in the 
application of data governance (principles of updating technology). 
This technology update will lead to three major focuses, namely 1) 
Improved protection of data privacy, 2) Automation and expansion 
of data governance control using cloud platforms, and 3) Extending 
data governance to advanced analytics.

Recent progress in Cloud Computing has expanded the boundaries 
of data management, storage, and transfer. Therefore, data security 
policies need to improve data security standards because the 
application of Cloud Computing causes Bank data to be on external 
systems. Shared responsibilities in defining data, tracking and 
defining ownership and data guardianship rights are essential in 
Cloud Computing applications at the Bank. Here are some things that 
Banks need to pay attention to in cloud computing deployments:

TECHNOLOGY

TECHNOLOGY 
UPDATES IN DATA 
PROCESSING AND 
GOVERNANCE 
SYSTEMS
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1. Banks must clearly define the return on investment (ROI) of 
cloud-based projects. Banks must understand the real benefits 
available before investing.

2. Banks should select service providers with proven expertise in 
cloud service management.

3. Banks must sign a service-level agreement with the cloud 
provider.

4. The cloud outsourcing agency should assess which activities are 
considered material before carrying out their activities.

5. The cloud outsourcing agency must inform the relevant 
authority about the material activities to be outsourced to the 
cloud service provider.

6. Banks must understand data confidentiality and regulatory 
requirements. Banks need to store sensitive data inside 
firewalls to meet local regulatory requirements and customer 
data confidentiality. For regulatory compliance and adherence, 
financial data for banking customers remain in the country of 
origin, and data cannot be mixed with other data, such as on 
shared servers or databases. Therefore, Banks must have a 
clear understanding of the location of data in the cloud.

7. In matters of supervisory activities, Banks and cloud service 
providers must allow and ensure that banking supervisors can 
reach/access all components of the cloud platform (including 
servers, software, data centers, networks, and others) at 
any time, within a short period for audit and enforcement of 
compliance.

8. In facing potential disruptions or failures in the cloud, Banks 
must ensure that they can switch from the cloud back to their 
database.

9. Banks must determine the following before undertaking cloud 
outsourcing: deciding the appropriate level of protection of 
data confidentiality, continuity of outsourced activities, and the 
integrity and ability of data and systems to be tracked in the 
context of the cloud outsourcing in question. Banks should check 
whether action is required for specific scenarios, including data 
in transit, data in memory, and data at rest, such as the use of 
encryption technology in combination with an appropriate key 
management architecture
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HUMAN 
RESOURCES (HR)

Figure 25
Cloud Computing 
Deployment

Source: Final Report Recommendation on Outsourcing to Cloud Services Provider 
EBA (2017)

The success of data governance in banks is inseparable from 
the ability of data owners and users to carry out the overall data 
governance processes. This capability is also influenced by the 
ability of the Bank’s HR to utilize the technology used in the data 
management process. Therefore, Banks need to pay attention to 
the skill factor of their HR in the context of using technology in 
conducting business activities. In this case it is essential to update 
their knowledge. Training programs to improve the knowledge of 
the Bank’s HR can be included in the data management program 
initiatives. Data governance cannot be solved by technology alone, 
but organizations must leverage solutions to help their governance 
initiatives. Technology can generally be grouped into two categories: 
visible technology investment in technological updates, namely 
using the latest technology, and invisible technology such as HR 
knowledge. This technology is analogous to use cases because it is 
constantly changing according to conditions.
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TECHNOLOGY

Technology continues to change along with the rapid 
development of innovation. As a result, it causes the 
focus on a particular technology to become obsolete 
quickly. However, some aspects that significantly affect 
the selection, utilization, and management of technology 
tend  not to experience much change and therefore 
need to be implemented properly. These aspects 
include information technology governance, information 
technology architecture, and the principles of adopting 
the latest information technology.
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INFORMATION 
TECHNOLOGY 
(IT) 
GOVERNANCE

Information technology governance is the part of corporate 
governance that focuses on the duties and responsibilities of the 
Board of Directors in overseeing the implementation of processes 
and related mechanisms within the organization that enables 
business work units and information technology work units to carry 
out their responsibilities in supporting the alignment of business 
strategies and information technology investments. Information 
technology governance can create business value from information 
technology investments. Information technology governance basically 
focuses on the value gained and the mitigation of business risks 
resulting from digital transformation. More specifically, the expected 
results from implementing information technology governance are 
realizing benefits, optimizing risks, and optimizing resources.

The COBIT Information Technology Governance Framework 2019 
defines the components and design factors for building and 
managing a governance system that best fits the organization. The 
information technology governance system, according to COBIT 
2019, refers to 6 (six) principles, namely: 

1. Every company needs a governance system to meet stakeholder 
needs and generate value from using information technology. 
Value reflects the balance between benefits, risks, and 
resources. Companies need strategies and governance systems 
that are followed up to realize these values.

2. The corporate information technology governance system is 
built from a number of components that can come from various 
types of components that work together holistically.

3. Information technology governance systems must be dynamic. It 
means that whenever one or more design factors are changed 
(for example, a change in strategy or technology), the impact 
of these changes on the information technology governance 
system must be considered.
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Figure 26
Principles of Governance 
System

Source: COBIT (2019)
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4. The information technology governance system must clearly 
distinguish between activities and structures of governance and 
management.

5. The governance system should be tailored to the company’s 
needs, using a set of design factors as parameters for adjusting 
and prioritizing the components of the governance system.

6. The governance system must cover the end-to-end of the 
company, focusing not only on the information technology 
function but also on each unit of information technology users.

The COBIT Information Technology Governance Framework 2019 
distinguishes between governance and management considering 
the different activities, organizational structures, and objectives 
each cover. Governance and management are realized in 5 (five) 
main domains (ISACA, 2019). The domains are named with verbs 
that express the key goals and areas of activity of the goals they 
contain.
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Governance objectives are grouped into the Evaluate, Direct, 
and Monitor (EDM) domains. Referring to these domains, the 
Board of Commissioners and the Board of Directors evaluate 
strategic options, direct senior management in choosing 
strategic options, and monitor the achievements of these 
strategies. The activities of the Board of Commissioners and the 
Board of Directors in this domain ensure:

GOVERNANCE

01
ARRANGEMENT 
AND MAINTAINING 
OF THE 
GOVERNANCE 
FRAMEWORK

a. Analyze and articulate requirements for corporate information 
technology governance.

b. Implement and manage governance components with clear 
authority and responsibility of the parties involved to achieve the 
company’s missions, goals, and objectives.

Maximize the business benefits resulting from information 
technology investments in business processes, services, and 
information technology assets. 

Ensure that the company’s risk appetite and tolerance is 
understood, articulated and communicated in order that risks 
associated with the use of information technology to the 
company’s value are identified and managed.

Ensure sufficient resources related to business and information 
technology (human resources, processes, and technology) are 
available to support the company’s objectives effectively and at an 
optimal cost.

Ensure that all stakeholders have been identified and involved in the 
information technology governance system and that performance, 
quality measurement, and information technology performance 
reporting are carried out transparently, with stakeholder approval 
regarding the objectives and measurement metrics as well as any 
necessary corrective actions.

02

03

04

05

BENEFITS 
ACHIEVEMENT 

RISK 
OPTIMIZATION

RESOURCES 
OPTIMIZATION

STAKEHOLDERS 
INVOLVEMENT

84

Blueprint for Digital Transformation in Banking

Blueprint for Digital Transformation in Banking

Chapter  3



MANAGEMENT Management objectives include planning, building, executing, 
and monitoring activities in alignment with the directions set by 
the Board of Directors to achieve company goals. Management 
objectives are grouped into 4 (four) domains, namely:  
 

Align, Plan, and Organize (APO) Which refers to discussing 
the overall strategy formulation, and supporting activities for 
information technology which includes the following actions: 

i. Designing information technology management systems 
based on the objectives and other design factors.

ii. Implement a consistent management approach to meet 
corporate governance requirements, which includes 
governance components such as management processes; 
organizational structures; roles and responsibilities; reliable 
and repetitive activities; information items; policies and 
procedures; skills and competencies; culture and behavior; 
and services, infrastructures and applications.

i. Provide a holistic view of the current state of the business 
and information technology environment, the company’s 
future direction as well as the initiatives needed to migrate 
to the desired future environment.

ii. Ensure that the desired level of digitization is an integral 
part of the future direction and strategy of information 
technology, assessing the current digital maturity of the 
organization, and developing a roadmap to close the gap to 
the desired level of digitalization.

iii. Ensure that the company is focused on the transformation 
process across the organization.

ALIGN, PLAN, 
AND ORGANIZE 
(APO)

MANAGING 
INFORMATION 
TECHNOLOGY 
MANAGEMENT 
FRAMEWORK

MANAGING 
STRATEGY

01

1-A

1-B
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MANAGING 
CORPORATE 
ARCHITECTURE

MANAGING 
INNOVATION

i. Build an information technology architecture consisting of 
business processes, information, data, applications, and a 
technology architecture hierarchy.

ii. Develop a model that describes the basic architecture and 
targets that are in line with the company’s strategy and 
information technology.

iii. Define requirements for taxonomies, standards, guidelines, 
procedures, formats, and assignments of associated tool 
for these components.

iv. Improve alignment, increase agility, and improve information 
quality and generate potential cost savings through 
initiatives such as reuse of building block components.

i. Maintain awareness of developments in information 
technology and related services as well as monitor 
developments in emerging technologies.

ii. Proactively identify innovation opportunities and plan how 
to take advantage of innovation in relation to business 
requirements and established information technology 
strategies.

iii. Analyze innovation or business development opportunities 
that can be created by technology, services, or business 
innovations that support information technology, either 
through existing technology or through business process 
innovation and information technology.

iv. Influence strategic planning and corporate architecture 
decisions.

1-C

1-D
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i. Execute the strategic direction set for investment that is in 
line with the architectural vision and information technology 
roadmap of the company.

ii. Take into account different categories of investment and 
funding resources as well as constraints.

iii. Evaluate, prioritize, and balance programs and services; 
and managing demand within resources and funding 
constraints, based on its alignment with strategic objectives, 
corporate value and risk.

iv. Monitor the performance of the entire portfolio of products, 
services and programs, and propose adjustments needed 
to improve the performance of programs, products and 
services, or change company priorities

i. Manage financial activities related to information technology 
in both business and information technology functions, 
which includes budgeting, cost and benefit management, 
and prioritizing expenditures through the use of formal 
budgeting practices and a fair and equitable cost allocation 
system for the company.

ii. Consult with stakeholders to identify and control total 
costs and benefits in the context of strategic and technical 
information technology plans.

iii. Initiate corrective action if needed.

Develop a structured approach to ensure optimization of 
recruitment/acquisition, planning, evaluation and development of 
human resources (both internal and external).

MANAGING 
PORTFOLIO

1-E

MANAGING 
BUDGETS AND 
EXPENSES

MANAGING 
HUMAN 
RESOURCES

1-F

1-G
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i. Manage relationships with business stakeholders in a 
formal and transparent manner to ensure mutual trust and 
joint focus on achieving strategic objectives within budget 
constraints and risk tolerance.

ii. Base relationship on open, transparent communication, and 
being willing to take responsibility and accountability for 
important decisions for both parties.

iii. Business and information technology must work together to 
achieve the best outcome in support of company goals.

Align products and services and information technology service 
levels that support and meet company needs and expectations, 
including identification, specifications, design, issuance of 
agreements, monitoring of information technology products and 
services, service levels, and performance indicators.

Manage products and services related to information 
technology provided by all service providers/vendors in order 
to meet the needs of the company. This includes finding and 
selecting vendors, managing relationships, managing contracts, 
and reviewing and monitoring vendor performance and the 
vendor ecosystem (including the upstream supply chain) is 
running effectively.

Define and communicate quality requirements in all related 
processes, procedures and outcomes. Enabling control, ongoing 
monitoring, and use of proven practices and standards for 
continuous improvement and efficiency.

Always identify, measure, and reduce risks related to 
information technology within the tolerance level set by the 
company.

MANAGING 
RELATIONSHIPS

1-H

MANAGING 
SERVICE 
AGREEMENTS

MANAGING 
SERVICE 
PROVIDERS/
VENDORS

MANAGING 
QUALITY

MANAGING RISK

1-I

1-J

1-K

1-L
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Define, operate, and monitor information security management 
systems.

Achieve and maintain effective management of corporate data 
assets across the data lifecycle, from creation to delivery, 
maintenance, and archiving.

Build, Acquire, and Implement (BAI) includes the acquisition 
and implementation of information technology solutions and its 
integration into business processes as follows:

i. Manage all programs from the investment portfolio based 
on the company’s strategy in a coordinated manner.

ii. Initiate, plan, control, and execute the program, and monitor 
the expected outcomes of the program.

 

i. Identification of solution and analysis of requirements 
prior to acquisition or development to ensure that the 
solution is aligned with the company’s strategic needs 
covering business processes, applications, information/data, 
infrastructures, and services.

ii. Conduct an analysis of various options feasible for the 
relevant stakeholders, including costs and benefits, risk 
analysis, and approval of needs and proposed solutions.

BUILD, ACQUIRE, 
AND IMPLEMENT 
(BAI) 

MANAGING SECURITY

1-M

MANAGING DATA

MANAGING 
PROGRAMS

MANAGING 
REQUIREMENTS 
DEFINITION

1-N

2-A

2-B

02
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i. Develop and maintain identified products and services 
(technology, business processes, and workflows) based on 
the company’s needs which includes design, development, 
procurement/sourcing, and partnership with vendors.

ii. Manage configuration, test preparation, testing and 
maintenance of business processes, applications, 
information/data, infrastructures, and services.

i. Balance current and future requirements for availability, 
performance and capacity with cost-effective service 
delivery.

ii. Assess current capabilities, predict future needs based 
on business needs, business impact analysis, and risk 
assessment to plan and implement actions required to 
meet identified requirements.

Maximize the likelihood of successful implementation of 
continuous organizational change quickly and with lower risk.

Manage all changes in a controlled manner which includes 
standard changes and emergency maintenance related to 
business processes, applications, and infrastructures including 
change of standards and procedures, impact assessment, 
prioritization and authorization, emergency changes, tracking, 
reporting, closure, and documentation.

MANAGING 
AVAILABILITY 
AND CAPACITY

MANAGING 
ORGANIZATIONAL 
CHANGE

MANAGING 
CHANGES IN 
INFORMATION 
TECHNOLOGY

MANAGING 
SOLUTION 
IDENTIFICATION 
AND BUILD

2-D

2-E

2-F

2-C
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Formally accept and make operational new solutions which 
includes implementation planning, system and data conversion, 
acceptance testing, release preparation, movement to 
development/production of new or changed business processes 
and information technology services, development/production 
support, and post-implementation review.

i. Maintain the availability of relevant, current, validated and 
reliable knowledge and information to support all process 
activities and to facilitate decision making related to the 
governance and management of corporate information 
technology.

ii. Plan for identification, collection, organization, maintenance, 
use, and retirement of knowledge.

i. Manage information technology assets throughout their 
life cycle to ensure that their use provides value/benefit 
at optimal cost, operates as intended, and is physically 
protected.

ii. Ensure that the assets critical to supporting service 
capabilities are reliable and available.

iii. Manage software licenses to ensure that optimal quantities 
can be obtained, maintained, and used for business 
purposes, and software installed in line with license 
agreements.

Define and maintain descriptions and relationships among 
key resources and capabilities required to deliver I&T-enabled 
services, including gathering configuration information, 
establishing baselines, verifying and auditing configuration 
information, and updating configuration repositories.

Manage all projects that have been initiated by the company 
in accordance with the company strategy and in a coordinated 
manner based on a standard project management approach 
including initiating, planning, controlling and executing projects, 
as well as closing with a post-implementation review.

MANAGING 
ACCEPTANCE OF 
INFORMATION 
TECHNOLOGY CHANGES 
AND TRANSITIONS

2-G

MANAGING 
KNOWLEDGE

MANAGING 
ASSETS

MANAGING 
CONFIGURATION

MANAGING 
PROJECTS

2-H

2-I

2-J

2-K
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MANAGING 
OPERATIONS

MANAGING 
SERVICE 
REQUESTS AND 
INCIDENTS

MANAGING 
PROBLEMS

MANAGING 
BUSINESS 
CONTINUITY

3-A

3-B

3-C

3-D

Deliver, Service, and Support (DSS) includes activities which 
discuss the operational delivery and support of information 
technology services, including security.

Coordinate and conduct activities and operational procedures 
required to provide information technology services internally and 
outsourced including the implementation of established standard 
operating procedures and necessary monitoring activities.

Provide timely and effective response to user requests and 
resolution on all types of incidents including restoring normal 
services; recording and fulfilling user requests; and recording, 
investigating, diagnosing, escalating, and resolving incidents.

Identify and classify problems and its root causes, provide 
timely resolution to prevent recurring incidents and provide 
recommendations for improvement.

Establish and maintain plans to enable businesses and information 
technology organizations to respond to incidents and adapt quickly 
to disruptions.

03
DELIVER, 
SERVICE, AND 
SUPPORT (DSS) 
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Protect company information to maintain an acceptable level of 
information security risk by the company in accordance with the 
security policy. Establish and maintain information security and 
access rights as well as conduct security monitoring.

i. Establish and maintain appropriate business process controls 
to ensure that information associated with and processed by 
internal or outsourced business processes meets all relevant 
information control requirements.

ii. Identify relevant information control requirements.

iii. Manage and operate sufficient input, throughput and output 
(application controls) to ensure that information and processing 
of information meet requirements.

MANAGING 
SERVICE SECURITY

3-E

MANAGING 
BUSINESS 
PROCESS 
CONTROL

MANAGING 
PERFORMANCE AND 
MONITORING

MANAGE THE 
INTERNAL 
CONTROL 
SYSTEM

3-F

4-A

4-B

04
MONITOR, 
EVALUATE, AND 
ASSESS (MEA)

Monitor, Evaluate, and Assess (MEA) includes monitoring the 
performance and conformity of information technology with internal 
performance targets, internal control objectives, and external 
requirements. Activities in this domain include:

 

i. Collect, validate, and evaluate the alignment of performance 
with company objectives.

ii. Monitor ongoing processes and practices in accordance 
with agreed performance targets and company objectives.

iii. Provide systematic and timely reporting.

i. Continuously monitor and evaluate the control environment, 
including conducting self-assessments and self-awareness.

ii. Enable management to identify deficiencies and 
inefficiencies of the control environment and take corrective 
actions. 

iii. Plan, organize and maintain internal control assessment 
standards and process control effectiveness.

93

Blueprint for Digital Transformation in Banking

Blueprint for Digital Transformation in Banking

Chapter  3



EDM01 - 
Ensured

Governance
Framework 

Setting
and 

Maintenance

EDM02 - 
Ensured
Benefits 
Delivery

EDM03 - 
Ensured

Risk 
Optimization

EDM04 - 
Ensured
Resource

Optimization

AP001 - 
Managed

I&T 
Management
Framework

AP009 -
Managed
Service

Agreements

BAI02 -
Managed

Requirements
Definition

BAI04 -
Managed

Availability and
Capacity

BAI05 -
Managed

Organizational
Change

BAI03 -
Managed
Solutions

Identification
and Build

BAI07 -
Managed
IT Change

Acceptance and
Transitioning

AP003 - 
Managed
Enterprise

Architecture

AP002 - 
Managed
Strategy

AP007 -
Managed

Relationships

BAI01 -
Managed
Programs

BAI08 -
Managed
Knowledge

DSS01 -
Managed

Operations

DSS02 -
Managed
Service

Requests
and Incidents

DSS06 -
Managed
Business
Process
Controls

DSS03 -
Managed
Problems

DSS05 -
Managed
Security
Services

DSS04 -
Managed
Continuity

BAI09 -
Managed
Assets

BAI10 -
Managed

Configuration

BAI11 -
Managed
Projects

BAI06 -
Managed

IT Changes

AP010 -
Managed
Vendors

AP011 -
Managed
Quality

AP012 -
Managed

Risk

AP013 -
Managed
Security

AP014 -
Managed

Data

AP004 - 
Managed
Innovation

AP005 -
Managed
Portfolio

AP006 -
Managed
Budget 

and Costs

AP007 -
Managed
Human 

Resources

EDM05 -
Ensured

Stakeholder
Engagement

MEA01 -
Managed

Performance
and

Conformance
Monitoring

MEA03 -
Managed

Compliance
with

External
Requirements

MEA04 -
Managed
Assurance

MEA02 -
Managed
System

of Internal
Control

MANAGE 
COMPLIANCE 
WITH EXTERNAL 
REQUIREMENTS

MANAGING 
ASSURANCE

4-C

4-D

i. Evaluate that information technology processes and 
business processes supported by information technology 
comply with laws, regulations, and agreement requirements.

ii. Obtain assurance that requirements have been identified 
and complied with; integrating information technology 
compliance with company-wide compliance.

i. Plan, scope and execute assurance initiatives to comply 
with internal requirements, laws, regulations, and strategic 
objectives.

ii. Enable management to provide adequate and sustainable 
assurance in the company by conducting independent 
assurance reviews and activities.

Figure 27 COBIT Core Model

Source: COBIT (2019)
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Source: COBIT (2019)

To meet the objectives of governance and management, every 
company needs to establish, adjust, and maintain a governance 
system that is built from a number of components. Components 
are factors that individually and collectively contribute to the 
good operation of the corporate governance system over 
information technology. Components interact with each other, 
providing results in a holistic information technology governance 
system. Components can be of several different types. The 
components of the governance system include organizational 
structure, policies and procedures, information items, culture 
and behavior, capabilities and competencies, as well as services, 
infrastructures, and applications.

Figure 28
COBIT Components of 
Governance System

Governance
System

Processes

Information

Organizational
Structures

Organizational
Structures

Services,
Infrastructure,

and
Applications

People, Skills
and

Competencies

Principles,
Policies,

Procedures

Culture, Ethics,
and

Behavior

COMPONENTS 
OF A 
GOVERNANCE 
SYSTEM

1. Processes describes an organized collection of practices and 
activities to achieve a given goal and a procedure of a set of 
results that support the achievement of all related information 
technology goals.

2. Organizational structures are the main decision-making entities 
in a company.

3. Principles, policies, and frameworks translate the desired 
behavior into practical guidelines for day-to-day management.

4. Information must be communicated throughout the organization 
and includes all information produced and used by the company.
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5. Culture, ethics, and behavior of individuals and of companies as 
a success factor for governance and management activities.

6. People, skills, and competencies are needed for proper 
selection for execution of corrective actions and successful 
resolution of all problems.

7. Services, infrastructure, and applications include 
infrastructures, technology, and applications that provide the 
company with a governance system for information technology 
processes.

Design factors are factors that can influence the design of a 
corporate governance system and its position for success in the 
use of information technology. Design factors are contained in a 
combination of the following:

1. Enterprise Strategy

2. Enterprise Goals

3. Risk Profile

4. IT-related issues

5. Threat Landscape

6. Compliance requirements

7. Role of IT

8. Sourcing Model for IT

9. IT Implementation Methods

10. Technology Adoption Strategy

11. Enterprise Size

DESIGN 
FACTORS

Figure 29 COBIT Design Factors

Future Factors

Role of IT

Enterprise
Strategy

Compliance
Requirements

Enterprise
Size

Sourcing
Model
for IT

IT
Implementation

Methods

Technology
Adoption
Strategy

Enterprise
Goals

I&T-Related
Issues

Threat
Landscape

Risk Profile

Source: COBIT (2019)
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Digital transformation can provide maximum benefits to the Bank if 
the adoption of information technology carried out by the Bank is in 
accordance with the needs of the Bank’s business processes; fulfill 
the needs and characteristics of the Bank’s customers and is able 
to support the direction, objectives and business strategies of the 
Bank. In order to gain maximum benefits from digital transformation, 
a Bank needs to design its information technology architecture 
before building an information technology infrastructure. 

Information technology architecture is a blueprint that translates an 
organization’s strategy into an information systems plan. Information 
technology architecture is prepared based on an understanding 
of organizational strategy which then becomes the basis for 
organizing, planning and determining information technology in 
supporting the organization’s business processes. TOGAF (The Open 
Group Architecture Framework) is a global standard framework 
for building an organization’s information technology architecture 
that provides a comprehensive approach to designing, planning, 
implementing, and controlling information technology architecture.

Information technology architecture design according to TOGAF 
is guided by strategic principles and best practices in technology 
selection. The strategic principle is derived from the concept 
of strategic information technology solutions which require the 
technology implemented by the organization to support and align 
with strategic solutions to organizational needs. The technology 
architecture design also pays attention to the principle of utilizing 
technology assets that the organization already has in order to 
minimize the risk of technology migration. In addition to the need 
for strategic principles, best practice principles are needed to 
guide the choice of technology, namely the uniformity of technology 
throughout the organization; application of open standards; 
duplication of critical components; modularization of system 
components and maximizing reuse/sharing.

TOGAF consists of an iterative cycle which means that all phases in 

INFORMATION 
TECHNOLOGY 
ARCHITECTURE
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Figure 30
Principles of Information 
Technology Architecture

Source: TOGAF (2018)

Source: TOGAF (2018)

Key IT Solutions Concept

Considering the organization’s IT infrastructure

Application of open standards

Modularization of system components

Duplication of critical components

Maximize reuse/sharing

Uniform technology
IT

Architecture
Principle

TOGAF are carried out repeatedly according to architectural needs 
to achieve organizational goals. TOGAF consists of 9 phases, namely 
Preliminary, Architecture Vision, Business Architecture, Information 
System Architecture, Technology Architecture, Opportunities and 
Solutions, Migration Planning, Implementation Governance, and 
Architecture Change Management.

This phase is the phase of formulating the foundation of information 

Figure 31
TOGAF Cycle
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PHASE A - 
ARCHITECTURE 
VISION

PRELIMINARY 
PHASE

technology solutions for organizations at both strategic and 
operational levels. This phase includes preparatory activities to 
develop architectural capabilities including TOGAF customization; 
defining the principles of architecture and specifies the what, who, 
where, when, why and how of the architecture itself. The stages that 
will be carried out in this phase are: 

a. Determine the principles as a reference for planning 
organizational architecture.

b. Determine the scope of what will be made (What).

c. Determine which actors will be responsible for working on the 
organizational architecture planning (Who).

d. Determine the location where the organizational architecture 
planning is carried out (Where).

e. Determine the starting time and when the target for completion 
of the organizational architecture planning is completed (When).

f. Formulate the reasons why organizational architecture planning 
needs to be done (Why).

g. Explain how the planning of the organizational architecture is 
done (How).

This phase is the stage of establishing an overview of how 
technology is applied to support the organization’s business 
strategy. This phase is the initiation phase of the architecture 
development cycle which includes defining the scope, identifying 
stakeholders, and compiling an architectural vision to begin 
architectural development.

The stages that will be carried out in this phase are as follows:

a. Define the vision, mission, and goals of the organization.

b. Determine all activities in the organization, including main 
activities and supporting activities.

c. Determine stakeholder relationships with main and supporting 
activities using a stakeholder viewpoint to map the interests of 
each actor in the company’s vision.
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PHASE B - 
BUSINESS 
ARCHITECTURE

This phase is the stage of defining the decomposition (structure) of 
activities in the organization’s business processes. In this phase, an 
analysis of the current business processes is carried out. The steps 
taken include:

a. Conduct analysis of current business processes.

b. Determine the target business architecture that supports the 
architectural vision.

c. Conduct Gap Analysis on business processes. Gap analysis is 
carried out on business, data, application and technology gaps.

This phase generates business process proposals that are 
proposed to improve current business processes and support the 
achievement of the architectural development vision.

This phase describes application systems and their role in 
supporting business processes. This phase determines how to 
build an information system architecture which includes the data 
architecture and application architecture that will be used.

a. Data Architecture 

Data architecture will identify all the data components used by the 
application to produce the information the organization needs. The 
steps for creating a data architecture include:

i. Identify the structure of the information flow currently 
running in the organization.

ii. Create a modeling of the proposed data architecture.

PHASE C - 
INFORMATION 
SYSTEM 
ARCHITECTURE 

100

Blueprint for Digital Transformation in Banking

Blueprint for Digital Transformation in Banking

Chapter  3



PHASE D - 
TECHNOLOGY 
ARCHITECTURE 

b. Application Architecture 

Application architecture is used to design an application that has 
been defined in the business architecture (basic task activities and 
functions). The stages used in this phase are:

i. Analyze the applications currently running in the 
organization.

ii. Determine and define the applications needed by the 
organization.

iii. Create the modeling for the required applications and their 
relationship to one another.

Infrastructure configuration is needed to run applications on 
Information System Architecture. This phase describes the structure 
of the technology needed to support the operation of the application 
that has been modeled on the application architecture. The steps for 
creating a technology architecture include:

a. Model the initial network configuration of the organization.

b. Determine and define the technology infrastructure needed by 
the organization.

c. Define information technology infrastructure requirements to 
support applications.

This phase is a gap analysis phase between the current and 
future architecture. This phase will describe the results of the gap 
analysis starting from the business architecture to the technology 
architecture and calculating the estimated cost of investment in the 
organization.

In this phase, preparation and migration planning will be carried out 
for the implementation of the new application architecture that was 
built in the previous phase. The stages in this phase include:

a. Create a migration plan and prioritize application 
implementation.

b. Define and describe the application roadmap.

PHASE E - 
OPPORTUNITIES 
AND SOLUTIONS 

PHASE F- 
MIGRATION 
PLANNING
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PHASE G - 
IMPLEMENTATION 
GOVERNANCE 

PHASE H - 
ARCHITECTURE 
CHANGE MANAGE 

This phase is the phase of monitoring the compliance of projects 
carried out with the architecture that has been built.

This phase is a (Re)evaluation phase of the relevance of the 
architecture that has been built and the latest technology trends. At 
this stage, the architectural management plan of the new system is 
determined by monitoring technological developments and changes 
in the organizational environment, both internal and external, and 
determining whether the next organizational architecture mining 
cycle will be carried out.

In this phase, an analysis of object requirements and system user 
requirements is carried out. The purpose of this phase is to analyze 
and manage architectural requirements for all stages. The steps 
taken in this phase include:

a. Identify the problems that exist in the object.

b. Prepare activity solutions for identified problems.

c. Prepare information system solutions to identified problems.

REQUIREMENT 
MANAGEMENT 
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Technology will make banking more personal and ubiquitous 
across devices and apps. This future will be made possible by 
a number of innovations moving from emerging technology 
to transformative technology. Such technology will cause 
the banking aspect to become unrecognizable from what we 
are experiencing today. Technology is capable to change the 
channels, services and role of banks in everyday life. According 
to KPMG (2019), in the next 15 years the development and 
capability of 8 (eight) technologies, namely Artificial intelligence, 
Blockchain, Biometrics, 5G, Cloud Computing, Internet of Things, 
AR/VR, and Quantum Computing will bring great benefits to 
banking. These technologies do not work in isolation, and often 
using them together can bring the greatest potential to the 
bank and customer relationship going forward. For this reason, 
Indonesian Banks are encouraged to prepare themselves to 
adopt this technology.

EMERGING 
TECHNOLOGY 
AND 
APPLICATIONS
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Figure 32 The Future of Information Technology in Banking

Source: KMPG (2019)

Artificial intelligence is one of the results of technology that has 
been successfully created by humans to help and facilitate various 
activities that should be done by humans themselves. Artificial 
intelligence is then predicted to be a key technology in the future. 
Although artificial intelligence is predicted to bring significant 
benefits in various areas of life, however, many consider there are 
hidden dangers from this technology. Artificial intelligence that 
is currently trending is like a double-edged sword. The impact 
of artificial intelligence can be catastrophic and bad for human 
civilization, unless its rapid development is strictly and ethically 
controlled. 
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Promote 
inclusive growth, 
sustainable 
development 
and prosperity

Designed based 
on laws, human 
rights, 
democratic 
values and 
diversity

Responsible 
transparency 
and disclosure 
around 
information 
technology 
systems

Responsible 
for the 
function of the 
resulting 
information 
technology 
system

The information 
technology system must 
function robustly and 
securely throughout its 
life cycle and potential 
risks must be 
continuously assessed 
and managed

Considering the potential risks that accompany the implementation 
of emerging technology, such as the potential risks from AI 
adoption, thus in adopting various emerging technology Banks need 
to apply the Responsible Adoption Principles as follow: 

1. Adoption of information technology should benefit inclusive 
growth, sustainable development and human well-being.

2. Information technology, especially Artificial intelligence-based 
systems should be designed in a way that respects the rule of 
law, human rights, democratic values and diversity, as well as 
should include appropriate safeguards such as enabling human 
intervention where necessary and so on.

3. Responsible transparency and disclosure of information 
technology system to ensure that customers understand the 
outputs generated from the system.

4. Banks that develop, implement, or operate information 
technology systems must be responsible for their functions.

5. Information technology systems must function robustly and 
securely throughout their life cycle and the potential risks posed 
by the system must be continuously measured and managed. 

Figure 33 Emerging Technology Adoption Principles

Source: OECD (2019)
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RISK
MANAGEMENT

The utilization of information technology brings risks 
for Banks. For example, some of the risks that usually 
arise when using information technology are cyber-
attacks that can interfere with the performance 
of information technology; cracker attacks that 
can disrupt the system and even steal confidential 
company data; errors and damages to supporting 
systems such as power lines malfunctions; and many 
more. For this reason, Banks need to effectively 
implement information technology risk management 
in order to mitigate these various risks. In line 
with this, Banks also need to implement adequate 
cybersecurity. In addition, Banks also need to 
implement good outsourcing management in using 
third parties to provide information technology.
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Information Technology Risk Management (ITRM) is the application 
of risk management principles to companies that utilize information 
technology to manage the risks associated with the company. The 
managed risks include ownership, operation, linkage, impact, and use 
of information technology in a company.

Information technology is a valuable asset for a Bank; therefore, 
its management is the responsibility of the information technology 
division and all parties who use it. Thus, the application of risk 
management must be integrated into every stage of the use 
of Information Technology, from the planning, procurement, 
development, operation, maintenance to termination and deletion of 
information technology resources. 

Implementation of information technology risk management should 
at least include:

1. Active supervision of the Board of Directors and the Board of 
Commissioners;

2. Adequacy of policies, standards, and procedures for the use of 
information technology;

3. Adequacy in the process of identification, measurement, 
monitoring, and risk control of the use of Information 
Technology; and

4. Internal control system over the use of information technology. 

Information Technology-Related, Risk Management Process, includes:

Information technology risks include hardware and software failures, 
human errors (network access control issues, data treatment, 
password leaks), spam, viruses, data leaks and loss, malicious 
attacks (including cyber-attacks), and natural disasters. An effective 
information technology risk assessment includes identifying risks 
based on the likelihood that the risk will occur, the cost of business 
impact and recovery (business impact analysis and recovery plan). 
Risk identification must be carried out at all levels of governance 
and the company, and it is part of the results of continuous auditing. 
The methodology of Information technology risk assessment includes

a. Asset Identification

b. Threat Identification: Threat - Source Identification, Motivation 
and Threat Actions

c. Vulnerability Identification

INFORMATION 
TECHNOLOGY 
RISK 
MANAGEMENT

IDENTIFICATION 
OF INFORMATION 
TECHNOLOGY 
RISKS BASED 
ON ENTERPRISE 
RISK POSTURE 
AND APPETITE 
(IDENTIFY RISK)

01
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02

d. Control Analysis

e. Risk Assessment: Risk Identification and Measurement

f. Risk Acceptance Criteria

Banks must ensure the adequacy of identifying, measuring, 
monitoring, and controlling the risks of using implemented 
Information Technology.

In terms of implementing Information Technology Risk Management, 
Banks need to establish a Strategic Plan for Information Technology, 
policies, standards, and procedures consistently and continuously 
to manage information technology risk through the implementation 
of processes and controls. Banks need to ensure the adequacy 
of policies, standards, and procedures for the use of information 
technology; and an internal control system for the use of 
information technology. Managing information technology risk is a 
structured process involving a series of activities designed to:

1. identify risk

2. assess risk

3. reduce risk

4. develop a response plan

5. review risk management procedures (internal control system for 
the use of information technology)

There are two processes involved in risk management: analytical 
and predictive modeling from the data obtained.

MANAGING 
INFORMATION 
TECHNOLOGY RISK 
THROUGH THE 
IMPLEMENTATION 
OF PROCESSES 
AND CONTROLS 
(MANAGE RISK)
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TREATMENT-
RELATED TO 
ISSUES AND 
DEFICIENCIES IN 
THE COMPANY’S 
INFORMATION 
TECHNOLOGY 
(MITIGATE RISK)

CHANGING 
INFORMATION 
TECHNOLOGY 
RISKS INTO 
RETURNS AND 
OPPORTUNITIES 
(OPTIMIZE RISK – 
MONITORING, AND 
REVIEW)

In terms of mitigating risks and handling issues related to 
information technology, the Bank needs to carry out several 
procedures. Banks can handle (treat) risk with several methods, 
including:

a. Risk Mitigation

b. Risk Transfer 

c. Risk Avoidance 

d. Risk Acceptance

There are two processes involved in risk mitigation: prediction 
modeling that is still ongoing and remote auditing process.

Banks must ensure that the Information Technology used by the 
Bank can support the development of the Bank’s business, the 
achievement of the Bank’s business objectives, and the continuity 
of service to customers. Therefore, remote banks and continuous 
auditing play an essential role in optimizing risk to optimize 
returns and business growth and development opportunities. In 
terms of optimizing risk (optimizing information technology and 
information security), the Bank needs to pay attention to the 
following aspects:

a. Confidentiality: information can only be accessed by those 
who have the right or need to see it.

b. Integrity: the information is accurate, valid and reliable.

c. Availability: information, resources, and services are available 
when needed.

d. Accountability: each action of transaction can be attributed 
to the responsible individual.

e. Provenance: each piece of information (or each item of data) 
is known and well defined.

03

04
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Figure 34 Information Technology Risk Management Process

Source: KPMG (2019)
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In carrying out work assignment activities to other parties 
(outsourcing), especially in the field of Information Technology, 
Banks face various risks that may arise such as strategic risk, 
operational risk, regulatory and compliance risk, reputation 
risk, and concentration risk. To minimize these various potential 
risks, Banks need to apply risk management to outsourcing 
activities, especially by paying close attention to the principles 
of outsourcing as well as processes and stages of outsourcing 
properly.

Banks can carry out outsourcing activities optimally while still 
complying with the principles of prudence and adequate risk 
management. The principle of information technology outsourcing 
includes the following 8 (eight) elements:

a. Strategy: Banks must have an outsourcing strategy that is 
consistent with the Bank’s relevant information technology 
strategy, including compliance with the information and 
communication technology strategy, information security 
strategy, operational risk management strategy, as well as the 
Bank’s internal policies and procedures, including the allocation 
of responsibilities, resources, and monitoring of outsourcing 
activities.

b. Accountability: The Board of Directors and the Board of 
Commissioners ensure accountability of outsourcing policies and 
activities.

c. Risk Assessment: The Board of Directors and the Board of 
Commissioners must ensure that potential risks have been 
identified through a comprehensive risk assessment prior to 
any outsourcing agreement. Risk assessment includes, among 
others:

i. Identification of critical and important functions that will be 
outsourced to other parties.

ii. Cost and benefit analysis.

iii. Identification of potential risks from outsourcing activities, 
including communication technology, information security, 
business continuity, legal and compliance aspects, 
reputational risks, operational risks, concentration risks and 
how it impacts the Bank’s risk profile.

OUTSOURCING

OUTSOURCING 
PRINCIPLE

GOVERNANCE

01

111

Blueprint for Digital Transformation in Banking

Blueprint for Digital Transformation in Banking

Chapter  3



DUE DILIGENCE

02

d. Risk Management: Banks perform risk management which 
among others includes active supervision of the Board of 
Directors and Board of Commissioners, adequacy of policies 
and procedures, adequacy of risk identification, measurement, 
monitoring and control processes, as well as risk management 
information systems, and internal control systems.

a. Banks need to conduct due diligence and have appropriate 
procedures in determining outsourcing service providers. In 
addition to considering the cost and service quality factors, in 
choosing an outsourcing service provider, Banks need to pay 
attention to several aspects, including:

i. financial health condition (financial soundness)

ii. reputation

iii. management expertise

iv. technical expertise

v. operational capacity and capability

vi. conformity with corporate culture and the Bank’s future 
development strategy

vii. have an adequate understanding of the financial services 
industry, especially banking

viii. have the capacity to be able to adapt to market innovations
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b. In the event that there is a possibility of a service provider 
conducting material sub-outsourcing, the Bank needs to pay 
attention to the impact/potential risk that may occur from the 
complexity of sub-outsourcing on the Bank’s operational stability.

c. Banks conduct periodic monitoring to monitor the performance 
of service providers. In conducting monitoring, the Bank pays 
attention to the materiality and criticality aspects of the 
activities outsourced to providers.

d. Materiality reassessment needs to be carried out when there 
is a significant organizational change in the service provider 
(including sub-outsourcing service providers), such as a change 
in ownership or financial condition of the service provider, which 
could materially change the nature, scale, and complexity of the 
risks inherent in the service provider outsourcing activities.

a. Outsourcing activities are based on a legally binding written 
agreement/contract between the Bank and the outsourcing 
service provider company.

b. The details of the agreement are adjusted to the materiality 
and criticality aspects of the outsourced activities to the Bank’s 
business.

c. The agreement between the Bank and the service provider must 
clearly define the type and scope of services provided by the 
service provider and the rights and obligations of the service 
provider, including if the service provider will sub-outsource any 
material work.

d. Banks need to review the contents of the agreement periodically 
to identify clauses that need to be negotiated and renewed, 
adjusted to the latest standards and changes in the Bank’s 
business strategy.

CONTRACTUAL 
REQUIREMENTS

03
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a. Banks must determine information security requirements in 
internal policies and procedures as well as in cooperation 
agreements and carry out periodic monitoring of compliance 
with these requirements.

b. The stipulated information security includes, among others, 
information security organization, access management, 
encryption and key management, network security and 
operations, application programming interfaces, data location, 
and customer data confidentiality.

c. Banks must protect the confidentiality of customer personal 
data by ensuring that service providers maintain and 
pay attention to customer personal data confidentiality 
requirements. Some of the efforts that the Bank can take 
include:

i. ensure that the service provider and the employees/staff 
of the service provider are responsible for complying with 
the provisions regarding the confidentiality and protection 
of customer data  according to the applicable laws and 
regulations.

ii.  take decisive action if there is a confidentiality violation of 
customer data by the service provider.

iii. ensure that service providers separate or compartmentalize 
(segregation/compartmentalization) Bank customer data 
with customer data of other Banks/companies that are 
clients of the service providers.

iv. granting access rights to Bank customer data to authorized 
service provider employees/staff is carried out as needed.

d. Banks must inform customers about the possibility of customer 
data being outsourced to service providers.

e. Banks need to ensure that data location can be known at all 
times, including data-at-rest, data-in-use, and data-in-transit.

f. In the event of termination of the outsourcing agreement with 
the service provider, the Bank must ensure that all customer 
data has been returned from the service provider or destroyed.

INFORMATION 
SECURITY

04
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a. Banks must have effective monitoring and control procedures to 
monitor the performance of service providers and manage risks 
related to outsourced activities, especially if material outsourcing 
activities are concentrated in one service provider company. The 
scope of aspects that are monitored and controlled include:

i. the performance of the service provider as agreed in the 
agreement;

ii. material problems experienced by the service provider;

iii. financial condition and risk profile of the service provider;

iv. contingency plans from service providers, test results on 
applications, data and systems, and scope of improvement.

b. Banks have a reporting procedure on the monitoring results 
of service providers related to outsourcing activities. It enables 
immediate escalation to both management of the Bank and 
service provider if any problems occur.

c. Monitoring and control procedures on outsourcing agreements 
need to be reviewed periodically by the Bank’s internal audit 
work unit.

d. In the event that material work is sub-outsourced, the Bank 
needs to ensure that the service provider manages the sub-
outsourcing adequately.

a. Banks must ensure business continuity, including preparing a 
contingency plan, disaster recovery plan, cloud resiliency, and 
testing backup facilities on a regular basis.

b. Banks must ensure that service providers have a contingency 
plan in anticipation of a system failure from the service provider.

c. In preparing a contingency plan, the Bank must pay attention to, 
among others, alternative service providers or the option to re-
manage outsourced activities in-house.

MONITORING AND 
CONTROL

05

BUSINESS 
CONTINUITY PLAN

06
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Figure 35
Principles of Information 
Technology Outsourcing

Source: IOSCO (2020), ESMA (2020), HKMA, PRA (2021) modified
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Banks must ensure that relevant information related to outsourced 
activities can be accessed by regulators, auditors, and the Bank 
itself includes access to data, IT systems, and HR information of 
service providers related to outsourced tasks.

a. Banks have an exit plan in the event of a disruption to 
outsourcing activities and conduct an assessment of the 
resilience of outsourced services and data as well as testing/
simulation of business continuity.

b. In conducting simulations and setting scenarios, Banks can 
consider previous incidents that have occurred and potential 
disruptions in the future. Scenarios may vary depending on the 
size and complexity of the Bank’s activities.

c. Banks have a clause related to the termination of outsourcing 
activities in the agreement/contract with the service provider 
company. In the event that the agreement ends, the Bank needs 
to ensure that there is no disruption to business activities 
and services to customers, including aspects of confidentiality, 
integrity, and data availability.

The implementation of the principle of information technology 
outsourcing is expected to provide benefits and advantages 
for the Bank’s business processes, including efficiency in the 
use of Information Technology, reducing information technology 
costs, focusing on the main business, updating with the latest 
technology, and increasing productivity.

EXIT STRATEGIES

08

ACCESS AND 
AUDIT RIGHTS

07
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OUTSOURCING 
PROCESS AND 
STAGES

In carrying out information technology outsourcing activities, 
Banks need to periodically manage, monitor and measure the 
quality of the outsourced work in order to minimize operational 
risks and ensure that service standards to customers are 
maintained during the outsourcing period. Banks also need 
to ensure that the outsourced work does not conflict with the 
outsourcing strategy and objectives. Therefore, the stages 
of the process of outsourcing activities need to be carried 
out systematically and measurably starting from the process 
of identification, selection, implementation, and evaluation 
of outsourcing activities. In order to provide a systematic 
framework in the process of outsourcing of information 
technology stages, this Blueprint outlines the process and stages 
of outsourcing with reference to the Outsourcing Lifecycle Model. 

Figure 36 Outsourcing Stages based on Outsourcing Lifecycle Model

Source: Cullen (2006) and KPMG (2020), modified
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The outsourcing processes and stages consist of 4 (four) 
phases, namely Architect, Engage, Operate, and Regenerate. 

This phase is the initial foundation for the Bank in making 
information technology outsourcing decisions, which consists 
of 4 (four) stages, which are investigation, target, strategy, and 
design. From this phase, it is expected that the Bank will be able 
to understand how much outsourcing is needed, the potential 
risks that arise, alignment with organizational strategy, and 
design the optimal management of outsourcing activities. The 
activities in this phase include:

a. The Bank determines the goals and expectations to be 
achieved from the information technology outsourcing 
activities.

b. The Bank collects comprehensive information related to the 
experience of information technology outsourcing considering 
that outsourcing activities need to be adapted to the 
circumstances, characteristics, and strategies of the Bank.

c. The Bank makes observations regarding potential 
outsourcing service providers.

d. The Bank conducts peer group analysis by comparing the 
outsourcing performance achieved by other Banks operating 
in similar market segments that do outsourcing on the same 
work.

a. The Bank identifies the criteria and types of work to be 
outsourced along with the targets to be achieved.

b. The Bank determines the outsourcing model that will be used 
and in accordance with the conditions of the organization.

ARCHITECT

INVESTIGATE

TARGET

Phase 1

01

02
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a. The Bank determines the outsourcing strategy and ensures 
that the strategy is in line with the overall information 
technology strategy.

b. The Bank arranges the stages and processes of the 
outsourcing cycle, starting from the process of selecting the 
service provider to evaluation.

c. The Bank prepares a staffing strategy to determine the 
human resources needed to manage and monitor outsourcing 
activities.

d. The Bank conducts an analysis related to the feasibility, risks, 
and measurement of the impact of outsourcing activities on 
the Bank’s operations and business processes.

a. The Bank develops tools or parameters to assess and 
measures the performance of outsourced work such 
as scorecards or score metrics consisting of several 
assessment components.

b. The Bank prepares supporting documents including the 
concept of Service Level Agreement (SLA), pricing framework, 
and contractual agreements.

c. The Bank designs the internal structure, which includes the 
division of authority and the role of the work unit/HR that 
will be responsible for the implementation of outsourcing 
activities.

This phase is the stage when the Bank begins to conduct 
selection and negotiations with the outsourcing service provider. 
This phase consists of 2 (two) stages, which are select and 
negotiate.

a. The Bank determines the criteria and standards of 
assessment in the selection of the outsourcing service 
provider.

b. The Bank conducts due diligence on prospective outsourcing 
service providers by taking into account several aspects, 
including company performance, financial performance, 
prices offered, knowledge of service providers on market 
conditions and consumer needs, technology reliability, and 
technology security.

ENGAGE

Phase 2

STRATEGIZE

DESIGN

SELECT

03

04

01
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OPERATE

Phase 3

NEGOTIATE

TRANSITION

MANAGE

02

01

02

The Bank prepares a negotiation strategy and sets a priority 
scale for the aspects to be negotiated, and negotiates effectively 
while still referring to the strategies and parameters that have 
been previously designed in Phase 1.

This phase is the stage when the Bank and the selected 
outsourcing service provider carry out the matters that 
have been agreed according to the contract or cooperation 
agreement. This phase consists of 2 (two) stages, which are 
Transition and Manage.

a. The Bank conducts effective coordination and communication 
with the outsourcing service provider regarding the aspects 
that have been agreed in the cooperation contract/
agreement to ensure that both parties have the same 
understanding and the service provider understands and 
complies with the agreed terms.

b. The Bank transfers knowledge related to the outsourced 
work area to the service provider through effective 
communication.

a. The Bank monitors the performance of the outsourced work 
and the performance of the service provider by referring to 
the scorecard/score metrics, SLA, cooperation contracts that 
have been prepared.

b. The Bank holds regular meetings with the outsourcing 
service provider.

c. The Bank performs documentation and administration of 
documents related to the outsourced work.

d. The Bank carries out risk management and resolves 
problems in the event of a disturbance.

e. The Bank conducts an assessment and evaluation of the 
outsourced work, including assessing the level of customer 
satisfaction with the services provided.
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The development of digitalization in the banking sector increases 
the risk of cybersecurity for Banks. The rise of cyber-attacks 
has prompted the need to increase cyber resilience by fortifying 
cyber security. The fortification of cyber security has led to 
various initiatives in various industrial sectors, including the 
banking sector to address cyber risks by regulators in various 
countries. Moreover, the financial sector, including banking, is 
the sector that is the highest target of cyber-attacks, both 
globally and in Indonesia. Based on the records of the Bank 
for International Settlements (BIS), banking regulators in 
several countries have had special policies related to cyber 
security. Some of the best practices in various countries that 
aim to improve cyber security include policies related to cyber 
security management, cyber risk assessment obligations, Bank 
information technology vulnerability testing obligations, cyber 
maturity level assessments, and bank cyber security testing 
implementation. These best practices should also be considered 
for implementation in Indonesian Banks in order that Banks can 
mitigate potential cyber threats and vulnerabilities in the era of 
banking digitalization. 

Referring to international standards and best practices from 
various countries, a framework for strengthening the cyber 
security framework for the banking sector has been prepared, 
which consists of Cyber Security Management, Cyber Security 
Exercise, and Cyber Security Reporting. 

CYBER 
SECURITY

This phase is the final stage when the Bank makes decisions on 
outsourcing activities based on the results of the evaluation and 
performance appraisal of the outsourced work and updates the 
outsourcing strategy that has been adapted to the evaluation 
results. The stage in this phase is refresh, in which the Bank 
renews the outsourcing strategy based on the evaluation results 
of the previous outsourcing work.

REGENERATE

Phase 4
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Active monitoring from Directors and 
Board of Commissioners
Organization structure (units/functions 
that undertake cybersecurity)
Quality and Quantity of Human Resources
Capacity Building
Culture and awareness

• 

Implementation of risk tolerance and 
risk appetite

A cybersecurity risk management 
strategy that is equal to the vulnerability 
and risk exposure level of the Bank and 
is inline with the risk tolerance and risk 
appetite

Policy, procedure, and establishment of 
limits to cybersecurity risks that is 
aligned with the vision, mission, and 
business strategy of the Bank

Implementation of a set of security 
controls 

Protection over the Bank’s 
infrastructure and assets

Protection and confidentiality of Data 
and Information

Protection over access and users 
(identity data and governance, multi 
factor authentication, administrative 
account)

Secure coding and patch management

Identification Asset 
Management, which are the 
analysis, assessment, and 
classification of infrastructure, 
data, and information based 
on criticality 

Periodic Vulnerability 
Assessment  to identify a 
Bank’s weakness and 
vulnerability risks

Cyber Risk Analytics (monitoring and 
detection of cyber events and system 
vulnerability performed periodically and 
continuously)

Detection of Suspicious Activities 
(analysis of cyber information related to 
the Bank and can a�ect business 
process and condition of the Bank’s IT)
Detection of cyber incident and analysis 
of Security Operation Center threat and 
vulnerability to perform threat 
monitoring, hunting, and security  
dashboard)

Implementation of Cyber 
Incident Response and 
Recovery
Planning & Preparation -  
formulating plans for handling 
and recovery
Establishing a Cyber Incident 
Response Team
Analysis of cyber incidents
Procedures for recovery and 
mitigation e orts
Escalation and reporting

An Information Management System to 
ensure:
The availability of accurate, 
comprehensive, informative, timely, and 
dependable information for Directors, 
Board of Commissioners, and related 
functions
The e�ectiveness of cybersecurity risk 
management implementation
The availability of information on the 
realization of cybersecurity risk 
management implementation

Vigilance

Information System

Resilience

Vigilance 

Identification

Governance Strategy

Protection

4

3C 3B

Internal Control System

An internal control system over the 
implementation of the Bank’s cyber 
security risk management system 

function, which covers the business work 
units and supporting work units, 

compliance work units, risk management 
work unit and internal audit work unit. 
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Figure 37 Cyber Security Management

Cyber security management provides an overview and guidance 
for Banks in managing cyber risk that refers to international 
standards and best practices, including the National Institute 
of Standards and Technology (NIST) Framework for Improving 
Cyber Security, NIST Risk Management Framework, ISO 27001 
– Information Security Management Standard, ISO 27032 – 
Guidelines for Cybersecurity, and Financial Stability Board 
Cyber Incident Response and Recovery Toolkits. The cyber risk 
management framework consists of 4 (four) pillars that are 
mutually sustainable. 

CYBER SECURITY 
MANAGEMENT
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Pillar 1 is governance, which is a form of the role of the Board 
of Directors and Board of Commissioners in implementing bank 
cyber security management, which includes the need for the 
role of the Board of Directors and Board of Commissioners to 
build understanding and awareness of cyber risks, ensuring 
an adequate organizational structure. in cyber security 
management, assigning clear duties and responsibilities to 
the cyber security function, and ensuring the adequacy of the 
quantity and capability of human resources to support effective 
cyber security management.

Pillar 2 is strategy, which is outlined in a guideline that contains 
the determination of risk tolerance and risk appetite related to 
cyber security risks, cyber security risk management strategies 
that are commensurate with the Bank’s vulnerabilities and 
exposure levels and in line with the bank’s risk tolerance and 
risk appetite, as well as the adequacy of cyber security risk 
management policies and procedures that are in line with the 
Bank’s vision, mission and business strategy.

Pillar 3 is related to the main process of cyber security risk 
management which consists of 5 (five) stages, which are 
the adequacy of the identification, protection, vigilance, 
and resilience, as well as the availability of an adequate risk 
management information system. The first stage is identification, 
namely the identification process of cyber security risks carried 
out by analysis, assessment, and classification of data and 
information infrastructure based on criticality, as well as a 
vulnerability assessment process on a regular basis to identify 
Bank risks, weaknesses and vulnerabilities. The second stage is 
protection, Banks need to implement a set of security controls 
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to protect, among others, the Bank’s infrastructure and assets, 
data and information confidentiality, applications, and identity 
and access control. The third stage, vigilance is the action and 
response of Banks in monitoring system vulnerabilities and 
potential cyber threats. This stage also includes cyber risk 
analytics, which is activities to monitor and detect cyber events 
and vulnerabilities in the system, cyber threat intelligence to 
detect suspicious activities that can affect the Bank’s business 
processes, cyber incident detection and analysis of Bank threats 
and vulnerabilities. In carrying out the vigilance stage, Banks 
can establish a security operation center which is tasked with 
monitoring threats (threat monitoring and hunting) as well as 
managing security dashboards and security design. 

The fourth stage, namely resilience, which includes the Bank’s 
process in responding to and recovering from cyber incidents 
or cyber incident response and recovery. Several aspects 
that must be considered are planning for handling and 
recovery, the establishment of a cyber incident response team 
responsible for handling incidents, analysis processes, recovery 
procedures and mitigation efforts, as well as escalation and 
reporting both within the bank and to relevant authorities and 
institutions or stakeholders. The last stage is the adequacy 
of the risk management information system that is adjusted 
to the characteristics, activities, and complexity of the bank’s 
business activities. This risk management information system 
aims to ensure the availability of accurate, complete, informative, 
timely and reliable information for the Board of Directors, 
Board of Commissioners, and other related functions; ensure 
the effectiveness of the implementation of cyber security risk 
management; and the availability of information on the realization 
of the implementation of cyber security risk management.
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Pillar 4 is an internal control system that aims to ensure that 
all cyber security management processes are implemented 
in accordance with the Bank’s policies and procedures. This 
includes the duties and responsibilities of business and support 
work units including compliance work units, risk management 
work units, and internal audit work units in terms of cyber 
security risk management.

Cyber security exercise refers to the practice of penetration 
testing which aims to test critical functions of the Bank as 
well as the capabilities of human resources and infrastructure 
that support these important functions (people, process and 
technology). This includes an assessment of the technical 
aspects of the adequacy and effectiveness of infrastructure 
and system security, the capability and capacity of human 
resources in responding to incidents or threats, as well as 
the implementation of the overall simulation process. The 
implementation of cyber security exercises can be carried out 
periodically in accordance with the needs and cyber risk profile 
of the Bank. 

Cyber security reporting aims to support strengthening the 
resilience and cyber security of Banks by providing an overview 
of cyber incidents and threats that occur to the authorities, 
which include reports on cyber incidents, reports on the results 
of the assessment of the implementation of Bank cyber security 
risk management, and reports on the results of cyber security 
defense testing.

CYBER SECURITY 
EXERCISE

CYBER SECURITY 
REPORTING
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SHARING 
PLATFORM 
(SUPER APP)

01

Collaboration in the digital ecosystem is very much 
needed as a new banking business model. The 
establishment of partnerships/collaborations between 
banks and other institutions, including banks, non-
bank financial institutions, non-financial institutions 
such as financial technology companies (fintech) can 
be done in several forms, namely:

Banks act as a platform provider through a single 
mobile application. Bank partners can take advantage 
of the Bank’s platform to provide services to bank 
customers. Customers can access various services 
through the Bank’s digital services. It can make it easier 
for customers to explore the digital ecosystem in one 
banking application.

COLLABORATION
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Figure 38
Bank as Super App 
Provider

Source: Techinasia.com (2020) and Financial Times (2019)

According to Robosoft Technology (2020), several considerations in 
building a Super App include:

a. Strengthen core products that have high customer engagement, 
then add other features needed by users.

b. Identify the intended target market. For example, Go-Jek 
targets ride-hailing services as a target market, WeChat targets 
messenger application users, and so on.

c. Understand user needs, market expectations, and economic 
conditions before expanding the service.

d. Build cooperation and an ecosystem that supports the 
development of Super App services.
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Figure 39
Sharing Service for 
Bank Business Groups

Holding Company in the form of Bank

Holding Company in the form of Bank
- Data Center
- Data Recovery Center
- Application

Bank Bank Insurance
Company

Securities
Company

Venture Capital
Company

Bank Business Groups

The forms of cooperation are divided into sharing service and 
product and service distribution.

a. Sharing service (infrastructure sharing) for Bank Business 
Group 
One form of synergy that can be done is through infrastructure 
sharing for Bank Business Groups, which encourages 
operational efficiency. Synergy with Indonesian Legal Entity 
Banks, as holding companies or implementing holding 
companies, which are incorporated in Bank Business Groups 
can be in the form of utilizing technology infrastructure such as 
applications, data centers, or data recovery centers.

COOPERATION 
WITH FINANCIAL 
INSTITUTIONS/
NON-FINANCIAL 
INSTITUTIONS

02
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b. Product Distribution and Offering 
The form of cooperation in terms of distribution and product 
offerings is carried out to expand customer access to Bank 
products, including banks that have limited business activities. 
The following are forms of distribution and product offerings:

i. Channeling Scheme 
Through this scheme, Financial Services Institutions 
(FSIs) are involved in the distribution and offering of Bank 
products. FSI is also required to monitor customers.

Referral Scheme 
This scheme allows FSI to provide data on prospective 
customers to the Bank according to the approval of 
prospective customers so that FSIs are not involved further 
after the data is provided.

Payment System Scheme 
For banks that have not been able to participate in the 
payment system, cooperation with FSIs that have licenses in 
the payment system can be carried out.

ii. Provision of Escrow/Cash Management for Peer-to-Peer 
Lending 
The escrow account is an account provided by a third party 
to be able to accommodate and distribute money between 
parties in the transaction settlement process for Peer-to-
Peer Lending companies. The escrow account is used to 
improve the security system in online transactions. 
 
In addition, the Bank can offer a cash management system, 
among others, in the form of automatic payment and 
automatic posting facilities, or commonly known as Host-to-
Host services to Peer to Peer Lending.

iii. Provision of Access to data through Open API 
Cooperation between Banks and partners can be in the 
form of providing access to Bank data through APIs which 
include, among others, customer data, transaction data 
and other financial data managed by Bank and Non-Bank 
Financial Institutions to partners who provide financial 
services.
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The implementation of collaboration or the formation of partners 
needs to be stated in a written cooperation agreement (PKS) 
between the two parties. Aspects that are stated in the PKS at 
least include, among others, 1) the parties conducting the PKS, 2) 
the objectives and scope of the PKS, and 3) the period of the PKS. 
Furthermore, the rights and obligations of each party, among others 
regarding:

a. the obligation of both parties to maintain the confidentiality and 
security of information, including customer information (Non-
Disclosure Agreement);

b. liability for losses that arise (e.g., system failure, fraud, or 
external factors);

c. risk mitigation in the event of termination of cooperation before 
maturity as an effort to ensure operational continuity in the 
event of termination of PKS;

d. handling customer complaints;

e. aspects of human resource knowledge transfer; and
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f. management and maintenance of documentation/transaction 
evidence of the activities/scope of cooperation carried out (for 
audit purposes).

Banks have collected various data related to customers, 
products, or operations. However, how the Bank utilizes this 
data to increase customer loyalty and generate new income 
alternatives have not really been touched upon. In today’s digital 
ecosystem, the banking industry needs to be encouraged to 
process information based on abundant data sources using 
the latest technology. The Bank’s integration with the digital 
ecosystem causes banks to have data sources that can be used 
to increase efficiency, offer customer-centric services, and open 
up new income alternatives for the Bank.

API can be utilized by Banks to create new business models 
by collaborating with partners/third parties. According to a 
survey conducted by Google and Oxford Economics (2020) shows 
that 51% of respondents who are Chief Information Officers of 
companies think that APIs are important in making partnerships 
and their ecosystems are more productive and valuable. 
Furthermore, more than half of the total survey respondents 
said that APIs are important in the context of relationships with 
application developers and consumers.

According to CGAP (2020), there are several things that need to 
be considered in collaborating in the context of using APIs.

 

Partner 
Selection and 
Onboarding

Commercial 
Terms

Withdrawal of 
Access Following 

on Boarding
Authenticating 
the Consumer

Access 
to API

Technical
Standard

Additional Area 
to Consider

Security

Data 
Protection Liability

Source: CGAP (2020)

Figure 40
Points to consider 
in Implementing 
Collaboration
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The on-boarding process with partners is carried out before 
collaborating. Banks need to test the feasibility of partners 
regarding aspects including checking financial soundness, checking 
related to anti-money laundering, business continuity, and disaster 
recovery plans.

Access to API (application programming interface) can be 
suspended or terminated when there is a suspicious transaction 
(e.g., there are doubts about authentication and suspicion of API 
abuse). It must be stated in the API contract. Some of the Bank’s 
powers to suspend or terminate API access are as follows.

a. The right not to carry out an order is required if the Bank 
has concerns regarding security or fraudulent transactions, 
especially regarding payment transactions, the Bank reserves 
the right to suspend or terminate API access.

b. The right to terminate is required if the partner does not meet 
1) the criteria required by the Bank, 2) the partner poses a 
technology-related threat to the Bank’s system, and 3) the Bank 
partner is owned by a competitor of the Bank.

c. The right to suspend access is required if the partner 
experiences a security breach or unauthorized access to the 
system of the partner who has access to the Bank.

Banks need to pay attention to the security of customer data when 
opening API access for partners. Partners can use two approaches, 
which are actively involving customers and not involving customers 
(independently) in the API access process. The active involvement 
of customers is manifested in the provision of credentials to access 
services so that partners cannot carry out any activities without 
the consent of customers. If the customer has allowed access to the 
partner at the beginning of the process, then for the next process 
the same process is not required from the customer.

PARTNER 
SELECTION 
(ON-BOARDING)

PARTNER ACCESS 
WITHDRAWAL

API ACCESS

01

02

03
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This process aims to prevent fraud by ensuring that the person 
giving the instructions is actually a customer and ensuring that 
the payment instructions are valid. There are four methods of 
authentication (strong customer authentication) that can be used:

a. Redirection: customers are directed to the Bank’s application or 
website by partners and customers are not required to disclose 
their privacy data to partners.

b. Embedded: the customer performs the authentication 
process through the partner interface, but the background 
authentication process is carried out by the Bank. The Partner 
does not store customer data and the Bank can control the 
whole authentication process.

c. Decoupled: the authentication process involves the use of a 
separate device or channel, such as a dedicated application.

d. Delegated: The bank delegates the authentication process to 
the partner which means the partner authenticates through the 
partner platform. For this reason, in the Bank’s contract with 
partners, it is necessary to state: 1) the obligation of the partner 
to authenticate on behalf of the Bank in accordance with the 
agreed authentication process and 2) determination of the 
obligations of each party. 

The data protection aspect in this stage is no different from the 
data protection principle described in the previous section. With 
respect to customer personal data, any processing, disclosure, 
transmission and storage of data must be carried out in accordance 
with applicable data protection laws. Applicable laws in each country 
may require that personal data be processed only with the consent 
of the customer. Although it is not regulated in data protection law, 
the Bank can process personal data if it has the user’s permission.

CUSTOMER 
AUTHENTICATION 
PROCESS

DATA 
PROTECTION

04

05
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When the Bank provides access to customer account information to 
partners and allows partners to carry out transactions, there is a 
risk of fraud through unauthorized access, use of information, and 
initiation of transactions. Even though the Bank has procedures to 
protect customer data, there is a risk that customer personal data 
will be exposed when partners experience a data breach so that 
customers have the potential to suffer losses. To mitigate this risk, 
security aspects may include ways to protect the confidentiality 
and integrity of customer security credentials; strong standards 
for communication between the Bank and partners; and technical 
measures in place by partners to protect customer data.

The main consideration for the Bank is the division of obligations 
between the Bank and partners if there is abuse related to API. For 
this reason, the parties must consider: 1) the party most responsible, 
2) the party most capable of controlling the risk, and 3) which 
party is most able to reduce the losses arising from the risk which 
includes operational mitigation (closing service access). as well as 
financial mitigation (customer insurance protection.

The Bank will determine and document the technical standards of 
the API that partners are connected to. The minimum technical 
specifications include how partners will identify the Bank’s API and 
the security of communication between the parties. Furthermore, 
if there are API changes, the Bank must consider notification of 
specifications changes to partners and the minimum time for 
implementation of the API changes by partners.

Some areas to consider in collaboration include licensing, dispute 
resolution procedures (disputes between parties and disputes with 
customers), and business continuity.

SECURITY

06

LIABILITY

TECHNICAL 
STANDARDS 

ADDITIONAL 
AREAS TO 
CONSIDER

07

08

09
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Several commercial aspects that need to be considered in the API 
contract between the Bank and partners include the following:

a. Pricing: Most Banks do not charge a fee for access to services 
via API. This is also supported by the provisions of countries 
that regulate open banking (e.g., in Europe). Under the terms of 
Payments Service Directive 2 (PSD2), Banks and other banks 
in Europe must allow partner service providers to access 
customer accounts and Banks are not permitted to charge 
partner service providers for customer account access via API. 
On the other hand, if the Bank chooses to charge a fee for its 
API access, changing the API price adjusted during the term of 
the contract can be considered as a way to adjust to market 
conditions.

b. Contract Term: There are two types of contract periods, namely 
fixed term and evergreen. Fixed term contracts have a contract 
period of a certain period. The evergreen contract will remain 
until the contract is terminated or the contract has a term but 
will be automatically renewed when the contract term expires.

c. Availability and Service Level Agreement (SLA): Each Bank 
needs to consider whether it is willing to provide a level of 
service (including data availability via API) and guarantee the 
quality of the data provided by the Bank. Some of the minimum 
service levels that need to be considered include: 1) calculating 
the minimum service level, 2) monitoring and frequency of SLA 
performance, and 3) compensation obtained by partners if the 
Bank is unable to meet the SLA.

d. Data Quality: If the Bank provides data to partners, then the 
data provided is “as-is” or the Bank is willing to accept any 
responsibility for data quality. Most Banks are not willing to 

COMMERCIAL 
TERMS

10
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provide guarantees regarding data quality, especially if the Bank 
does not charge a fee for access to the data. However, if the 
Bank is willing to ensure the quality of the data, it is necessary 
to consider the consequences that the Bank is willing to accept 
if the quality of the data cannot be accounted for.

e. Protection of Property Rights: Banks need to pay attention to 
existing property rights (including intellectual property rights) 
if there is misuse of API. In the API contract, it is necessary to 
pay attention to the provisions relating to the ownership and 
use of the API (specifications and documentation), the provision 
of data by the Bank to partners, and the derivatives of the data 
provided.

f. API User Contracts: API user contracts aim to re-map the risk 
of customer loss arising from activities under the control of 
the partner (for example, the partner may indemnify for any 
customer losses incurred due to the partner’s service failure).
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Changes that occur along with digital transformation need to be 
followed by the readiness of bank institutional arrangements. The 
institutional arrangements include, among others, financing and 
investment, leadership, organizational design, digital culture, and 
digital talent. 

FINANCING AND INVESTMENT

Digital transformation in the banking sector certainly needs to be 
supported by the Bank’s ability to maintain financing sources and 
invest in Information Technology. 

BANKS HAVE CLEAR AND ADEQUATE FINANCING SOURCES

Banks’ source of financing comes from capital. Adequate capital 
is a critical aspect in the Bank’s business activities. In addition to 
functioning as a cushion to absorb unexpected risks and losses, 
capital also provides a source of financial support in carrying out 
the activities of financial service institutions for both business 

INSTITUTIONAL 
ARRANGEMENTS
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expansion and the provision of adequate infrastructure, including 
information technology infrastructure. Strong capital capabilities 
can provide an opportunity for the Bank to provide financial 
services that quickly meet the needs of today’s society, in line with 
the dominance of the millennial generation. This encourages banks 
to adapt their products and services to meet the needs of the 
millennial generation to maintain the Bank’s business existence. If 
Indonesian banks do not have adequate capital capacity in providing 
information technology infrastructure, then the opportunities 
from the development of the digital economy will certainly not be 
captured by Indonesian banks.

The provision of information technology infrastructure to support 
digital transformation certainly requires major investment. 
Banks must make the right investment decisions by considering 
related aspects in order that the investments made provide 
benefits and profits for the Bank’s business processes in 
the future, and are supported by the full commitment of the 
Bank’s management. In investing in the provision of information 
technology infrastructure, the Bank may pay attention to the 
following aspects: 

Banks can be faced with conditions when infrastructure/
technology investment plans exceed their budget, so the Board 
of Directors must be committed to prioritizing high-value 
investments by not only measuring the rate of return from 
technology investments, but also reallocating capital to other 
sectors promising opportunities. 

Banks rebalance technology investments and measures the 
business value of these investments, for example by preparing 
assessment indicators in the form of key performance indicators 
(KPI) as well as objectives and key results (OKR) to measure how 
much business value is generated from the investment. Based 
on the results of the assessment, the Bank may decide to make 
additional investments only for investments that show positive 
results.

BANKS ARE 
COMMITTED TO 
FINANCING THE 
PROVISION OF 
INFRASTRUCTURE

PRIORITIZING 
HIGH-VALUE 
INVESTMENTS

REBALANCING 
TECHNOLOGY 
INVESTMENTS 
AND TRACKING 
THEIR BUSINESS 
VALUE

01

02
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Figure 41
Financing needs and 
technology investment 
commitment

In the context of digital banking transformation, Banks must 
have digital leadership, which is defined as strategic leadership 
that can utilize the company’s digital assets to achieve 
organizational goals. According to research by Capgemini 
(2018), digital leadership is a combination of developing digital 
capabilities and leadership capabilities. Digital capabilities 
include the ability to use technology to change the Bank’s 
business processes, among others in terms of the Bank’s 
interaction with customers (customer experience), talent and 
organization development (talent and organization), internal 
process operations (operations), and formulation of business 
model (business model innovation). While leadership capabilities 
include the ability to drive and lead digital transformation in 
terms of technology and business, vision and goals, workforce 
empowerment, governance, as well as culture and engagement.

LEADERSHIP

Figure 42
Digital Capacities and 
Leadership Capacities

Source: Capgemini (2018)
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Digital transformation certainly has an impact on the need for 
a more appropriate transformation of the bank’s organizational 
design. In this case, the Bank needs to adjust various aspects, 
starting from the workplace, organizational structure, authority, 
and workforce enablement to suit the needs and changing business 
environment in this digital era.

ORGANIZATIONAL 
DESIGN

Figure 43 Organizational Design That Supports Digital Transformation

Technological disruption has forced Banks to act aggressively in 
responding to market needs and meeting customer expectations. 
Thus, digital leadership plays a very important role in maintaining 
and preserving the existence of the Bank in the midst of intense 
competition with other players in the financial services sector 
such as fintech and bigtech, as well as encouraging continuous 
innovation to increase the Bank’s competitive advantage.
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Source: Martech (2021) and Russel Reynold (2017), modified
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ORGANIZATIONAL 
STRUCTURE

WORKPLACE In running a full digital business model, the Bank can rely on 
infrastructure in the form of advanced technology and software 
in carrying out business operations, thereby reducing the need 
for providing a physical office network to serve customers. For 
this reason, Banks are allowed to have one physical office that 
functions as a head office (principal/head office), while a branch 
office is not required. The head office functions as a connecting 
point between the Bank and all stakeholders, including as a 
central hub in serving customer complaints and a customer 
service center, as well as being a home base for management 
and supporting operational units. The head office does not 
provide the Bank’s products and services to customers because 
the products and services are offered through applications that 
are accessed digitally.

Digitalization requires the Bank’s organizational structure to 
become more dynamic in order to provide innovative products 
and services based on customer needs. Traditional organizational 
structures that are based on hierarchical arrangements 
are irrelevant to be applied to organizations that run digital 
businesses. Banks need to adjust the organizational structure to 
be more collaborative that allows for wider interaction between 
work units through the use of distributed technology such 
as blockchain or IP-based technology. Thus, it will avoid the 
emergence of work units that are silos.

According to Brett King (2018), the organizational structure 
of Bank 4.0 is different from the organizational structure 
of traditional banks which is a chart that shows strategic 
business units separately. The organizational structure of Bank 
4.0 focuses more on a chart consisting of core competencies 
in the organization that are interconnected with each other 
(frictionless). This structure aims to make the Bank’s business 
processes run more agilely in serving various customer 
segments, including retail, small and medium businesses, 
corporations, and other customers, as well as supporting 
a digital business orientation that focuses on partnership 
relationships (Bank-Customer) and customer centricity.
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Figure 44 Core Competency Chart of Bank 4.0

Source: Brett King (2019)

The frictionless organizational structure allows the decision-
making process to be carried out more quickly through 
decentralized authority in the work unit or team so that decision-
making is closer to customers. Banks need to empower each 
work unit with self-service analytics in making better and faster 
decisions, according to the insights and needs of each work unit. 
Banks can take advantage of the use of technology through 
business intelligence models based on data analytics to obtain 
relevant information in order that the decision-making process 
can be carried out immediately.
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The transformation of a bank into a Digital Bank needs to be 
supported by changing the workplace to a digital workplace. 
Based on the Deloitte (2021) report, the digital workplace 
consists of 4 (four) main aspects as follows:

1. Collaboration, Communication and Connection 
Basically, the digital workplace includes the ability of 
employees to carry out their duties by collaborating, 
communicating, and connecting with other employees. The 
aim is to strengthen productive business relationships 
both within and outside the work group/unit and to enable 
the exchange of information between work units within the 
organization.

2. Technology 
Technology plays a role in realizing a digital workplace. 
Every organization has digital workplace criteria that vary 
according to industry category and business environment, 
thus the technology needed to support the digital workplace 
needs to be adjusted to the needs and strategy of the 
organization.

3. Control 
The effective use of technology in the digital workplace 
needs to be supported by appropriate controls, including 
governance structures, management processes, and 
compliance. The flow of information should continue to comply 
with organizational policies and industry regulations.

4. Business Drivers 
To achieve the expected benefits, the digital workplace 
needs to be adjusted to the direction and strategy of the 
organization.

Furthermore, based on the Capgemini report (2018), the criteria 
for an effective digital workplace are as follows:

1. apply all the technologies that employees use to get the job 
done, from financial, HR, and core business applications of 
the organization to enterprise email, social media tools, and 
virtual meeting tools;

2. provide an integrated communication platform to keep 
employees connected all the time and access to company 
tools and information via their mobile devices anytime, 
anywhere; and

3. enable a digital workforce in the form of software robot 
teams that can work together with employees to complete 
repetitive tasks and processes.

WORKFORCE 
ENABLEMENT
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Figure 45 Key Aspects of Digital Workplace Realization
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DIGITAL 
CULTURE

Banks need to develop digital culture as a strong foundation 
to change the mindset and understanding of both Bank 
management and Bank employees to be oriented toward a digital 
vision to support the company’s digital transformation. Digital 
culture consists of at least the following aspects:

1. Innovation: behaviors that support risk taking, disruptive 
thinking and exploration of new ideas.

2. Data-driven Decision-Making: the use of data and analysis to 
make business decisions.
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Figure 46
Seven Aspects of Digital 
Culture

Source: Capgemini (2018)

3. Collaboration: creation of cross-functional and cross-
departmental teams to optimize company capabilities.

4. Open Culture: expansion of cooperation with external parties 
such as third-party vendors, start-ups, and customers.

5. Digital-First Mindset: the idea that digitization is the solution.

6. Agility and Flexibility: the speed and dynamism of decision-
making and the organization’s ability to adapt to changing 
demands and technologies.

7. Customer Centricity: the use of digital solutions to expand 
the customer base, transform the customer experience, and 
together create new products

The implementation of an effective digital culture is expected to 
provide benefits for the Bank, including increasing the Bank’s 
ability to see digital threats and opportunities, supporting the 
scope of actions that can be taken by the Bank in response 
to digitalization, and encouraging close coordination across 
functions, departments, and business unit.
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DIGITAL 
TALENT

The use of technology in Banks’ business processes in the 
context of digital transformation needs to be balanced with 
the development of quality human resources (HR) who have 
adequate understanding of information technology so that the 
use of technology can run effectively and optimally because it is 
supported by the right human resources. Thus, Banks require the 
development of digital talent as part of digital transformation. 
According to Capgemini (2018), digital talent includes hard digital 
skills (such as data analytics) and soft digital skills (such as 
digital-first mindset). In developing digital talent, Banks need to 
identify the type of skill sets required for a company to perform 
digital transformation.

Figure 47 Skill Set Required to Support Digital Transformation

Source: Roubini ThoughtLab (2017) and Brett King (2019), modified
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In traditional banking, the Bank recruits more human resources 
with banking-related expertise backgrounds, such as accounting, 
credit, investment, payment systems, and finance. On the other 
hand, in Bank 4.0 Banks need to increase the proportion of 
human resources with expertise in Information Technology and 
innovative business. Furthermore, in order to improve the quality 
of digital talent, the Bank may organize training or certification 
in the field of Information Technology such as training on 
technology risks and cyber security for the Board of Directors so 
that the Board of Directors can effectively carry out the function 
of monitoring information technology security.

Table 1
Example of 
Certification in the 
Field of Information 
Technology on IT 
Security Operations 
and Delivery, IT Risk 
Management and 
Control, and IT Audit 
Fields

Source: HKMA (2016)

Core Level

� � �CSX Fundamentals Certificate

Professional Level

� � �CSX Specialist Certificate (CSX-S)

� � �CSX Expert Certificate (CSX-E)

� � �CSX Practitioner Certificate (CSX-P)

� � �GIAC Security Essentials (GSEC)

� �
GIAC Information Security
Professional (GIAC GISP)

�
ISC2 Systems Security Certified
Practitioner (SSCP)

� � �
ISC2 Certified Information Systems
Security Professional (CISSP)

� �
ISC2 Certified Cloud Security
Professional (CCSP)

� � �
ISACA Certified Informastion Systems
Auditor (CISA)

� � �
ISACA Certified Information Security
Manager (CISM)

�
ISACA Certified in Risk and Informations
Systems Control (CRISC)

� � �
ISACA Certified in the Governance
of Enterprise IT (CGEIT)

Recognised Certificates

First Line of
Defence

IT Security
Operation

and Delivery

Second Line of
Defence

IT Risk
Management
and Control

Third Line of
Defence

IT Audit
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In addition to developing human resource competencies and 
capacities, the digital transformation of banking needs to 
be supported by an understanding of financial products and 
services as well as the digital literacy of the public in utilizing 
information technology for transactions. This is intended in order 
that the development of information technology in the banking 
industry can increase the effectiveness of financial service 
transactions so as to encourage public welfare and prevent 
the public from negative impacts such as fraud and misuse of 
information. To that end, Banks need to provide education and 
literacy to the public, among others regarding the financial 
products and services offered including features, benefits and 
risks, rights and obligations related to financial products and 
services, as well as skills in using financial products and services. 
In addition, to improve digital literacy, Banks need to conduct 
socialization and education related to security aspects in digital 
transactions such as the confidentiality of personal identification 
numbers (PIN) and one time password (OTP) codes, as well as 
the importance of protecting personal data and information.
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Figure 48
Important Aspects in 
Achieving  
Customer-Centricity
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Digital transformation aims to provide products and services 
that meet customer needs or achieves customer-centric 
orientation services. Referring to the TM Forum’s digital maturity 
framework, the level of organizational digitalization maturity level 
on the customer aspect is measured from 4 (four) things, which 
are customer engagement, a customer experience, customer 
insight and customer trust and perception (TM Forum, 2021). 
Banks need to pay attention to these four things in the digital 
transformation journey to achieve a customer-centric orientation 
services. In addition to customer-centric orientation services, the 
Bank also needs to pay attention to the availability of banking 
services for all levels of society. Banks need to ensure that 
digital banking services can be accessed by all levels of society 
in order to increase financial inclusion, including for people with 
disabilities who have the potential to be marginalized due to 
technological developments. 
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In the context of digital banking services, customer engagement 
refers to the attachment or dependence of customers on 
digital banking services. It can occur through an interaction, 
reaction, effect, or experience felt by customers as a whole for 
the product or service they choose. The development of digital 
banking causes Bank products offered to the public to be 
customer-centric so that people tend to look for Banks that offer 
personalized products. Customer involvement becomes beneficial 
for Banks because Digital Bank products will have different 
characteristics for each customer, so that customer loyalty 
increases. A well-established relationship between producers and 
customers will tie customers to continue to choose our products 
or services on a regular basis.

CUSTOMER 
ENGAGEMENT

Basically, customer experience is an indicator of the success of 
the services provided by the company. In digital banking services, 
customer experience measures how far the level of customer 
satisfaction with banking services offered by Banks is. If the 
customer has had a satisfying experience, of course, it will build 
a sense of loyalty to the product from the Bank. Acceleration 
of digital transformation in the form of the use of advanced 
technology for customer personalization can be a solution to 
improve customer experience. Microsoft and PSFK (2017) state 
that customer experience can be obtained by deepening the 
understanding of each customer by processing customer data so 
that they can provide contextual and personalized experiences. 
Data that is processed using artificial intelligence can come from 
internal Bank data or other data from customers, such as social 
media data or shopping data.

Customer insight refers to how Banks are able to understand 
customer behavior, preferences, and needs by utilizing consumer 
data. The Bank can communicate with each customer in a very 
personal way and consistently provide customers with added 
value which leads to strong loyalty and long-term relationships. 
For Banks, customer insight aims to increase sales of Bank 
products quickly and easily through data that is processed with 
certain analytical tools. In the end, if Banks can find the right 
products and marketing methods for each customer, customer 
loyalty will increase so that customers do not hesitate to 
recommend digital banking services to others.

CUSTOMER 
EXPERIENCE

CUSTOMERS 
INSIGHT
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In the digital era, all things are connected to each other. 
Therefore, the security aspect plays an important role in the 
development of digital banking. This has an effect on customer 
trust and perception of digital banking services. The development 
of internet technology that began in the 1990s has reduced the 
opportunities for internet security breaches (Suh and Han, 2003). 
Due to this reason, Banks need to pay attention to customer 
trust and perception considering the importance of this in the 
financial services industry. The study of Tham et al. (2017) in 
Malaysia shows that in attracting Bank customers to use virtual 
banking services, Banks need to strengthen the security and 
reliability of their banking services. Similar results are shown 
by Vejačka and Stofa (2017) that the security perceived by 
customers is an important factor in building trust in the field of 
electronic banking services that affects attitudes in using it.

Accessibility of the financial sector is crucial to realizing an 
inclusive financial system. People with disabilities are one of the 
groups of people who experience economic vulnerability due to 
various limitations experienced. Various limitations possessed 
by people with disabilities have an impact on the low level of 
financial inclusion of people with disabilities. The low access 
of people with disabilities to the financial sector is one of the 
factors that can hinder the economic improvement of people with 
disabilities. The government has committed to fulfilling the rights 
of people with disabilities by including people with disabilities 
as subjects in Indonesia’s development. As a sector that has an 
important role in the Indonesian economy, of course, Banks are 
required to participate in efforts to increase financial inclusion 
for people with disabilities.

CUSTOMERS 
TRUST AND 
PERCEPTION

CUSTOMERS 
WITH 
DISABILITIES
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- Text-to-speech rendition and
  speech/voice output
- Braille displays
- Screen and text magnification
- Voice recognition
- Audio description of graphic
  and visual media
- Electronic audio signage
- GPS-facilitated navigation
- Optical character or image
  recognition
- Changing screen brightness,
  color contrast

Visual Disability
(Includes total
blindness or low vision)

- Closed and open captioning,
  subtitles for videos, TV
  programming SMS, text
  messaging
- Text Telephone or
  Telecommunication Device for
  the Deaf (TTY/TDD) which allow
  text messaging over the
  phone line
- Telecommunications Relay
  Services which allow text to speck
  conversions through an operator
- Use of vibrations/text alerts
  instead of audio alerts

Hearing Disability
(Includes total
blindness or low vision)

- SMS, text messaging
- Synthesized voice output, text to
  speech functionality
- Use of virtual picture board and
  communication solutions

Speech Impairments

- Use of online communication,
  documentation, work tools to aid
  with flexible scheduling
- Organization and memory aid
  tools such as online calendars,
  note taking, alerts

Psychosocial Disability

- Text-to-speech rendition and
  speech/voice output
- Touch screen devices
- Mobile apps and online resources
  that mimic Augmentative and
  Alternative Communication (AAC)
  devices, electronic picture boards
  for communication
- Organization and memory aid tools
  such as online calendars, note
  taking, alerts GPS-facilitated
  navigation
- Use of multimedia to aid
  comprehension e.g., videos, graphics

Cognitive Disability

- Voice Recognition
- Adapted and virtually keyboard
- Joystick and adapted mouse
- Use of eye-gaze and gesture
  to control device
- Remote and online access to
  work, education, and other
  services

Physical Disability

The development of information technology aims to make 
things easier, including for people with disabilities. People with 
disabilities have limitations in communicating, interacting, 
accessing information, and participating in civic activities. 
The use of digital technology in the activities of people with 
disabilities can overcome these limitations because technology 
allows various forms of communication using various media such 
as voice, text, and gesture, thereby reducing barriers for people 
with disabilities in their activities. However, not all technology-
based services encountered on a daily basis are friendly 
to people with disabilities, so support is needed in terms of 
providing services that are friendly to people with disabilities. In 
the context of banking participation in order to increase financial 
inclusion, Banks in the future need to pay attention to the needs 
of customers with disabilities and provide friendly banking 
services for people with disabilities.

Table 2 Example of Information and Communication Technology (ICT) solutions that can be applied to people with 
disabilities according to the type of disability

Source: World Bank (2016): Bridging the Disability Divide through Digital Technologies
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Digital transformation in the banking industry will 
be a crucial moment of change. OJK, as the banking 
regulator, needs to oversee the digital transformation 
carried out by Banks as well as direct and facilitate the 
acceleration of digital transformation carried out by 
Banks. To achieve this goal, it is necessary to know the 
conditions of digitalization in banking; so that OJK can 
determine the framework, guidelines, and strategies as 
the basis for policy making in the context of accelerating 
banking digital transformation; banking digitalization 
needs to be monitored continuously. 

The success of banking digital transformation depends 
on a combination of 3 (three) elements, which are the 
Bank’s Human Resources (HR), how the Bank executes 
the strategy to carry out business transformation 
(process), and technology that creates added value 
for the Bank’s organization and customers. The 
three elements of banking digital transformation 
are revealed in Blueprint for Digital Transformation 
in Banking, consisting of 5 (five) main elements that 
include guidelines for implementing data, technology, 
risk management, collaboration, and institutional 
arrangements in the banking industry. These five 
elements are strategic steps that aim to encourage 
Banks to create innovative financial products and 
services that meet customer expectations and 
are oriented to customer needs (customer-centric 
orientation). The five main elements and the ultimate 
goal of the Blueprint (building blocks) are then made 
into a benchmark for the digital maturity level of the 
Bank. Finally, the benchmark is compiled into a model, 
namely the Digital Maturity Model (DMM), that is used as 
a tool for assessing the level of digitalization in Banks 
to monitor the condition of banking digitalization and 
the development of digital transformation carried out 
by Banks. The assessment tool (DMM) was named the 
Digital Maturity Assessment for Bank (DMAB). 

“This is the 
digital age - 
Everything 
about business 
is transforming. 
Before you can 
know where to 
go, you need 
to understand 
where you are. 
We call that 
digital maturity”  
 
(Deloitte, 2019)
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DMAB provides comprehensive guidance for determining, 
assessing, and evaluating the current level of Bank 
digitalization. Furthermore, DMAB will be used to 
measure the achievement (monitoring) of banking 
digitalization in the implementation of the Blueprint for 
Digital Transformation in Banking. OJK develops DMAB 
for the banking sector through a cross-stakeholder 
collaboration involving the banking industry, associations, 
and external stakeholders. As a result, DMAB can be 
used by both Banks and supervisors in assessing the 
extent to which Banks have carried out the level of 
digitalization. DMAB evaluates a Bank’s digital maturity 
level in 6 (six) dimensions to create a holistic view of 
digital maturity at all levels of the Bank’s organization. 

OJK has assessed the digital maturity level for all 
commercial banks, both conventional and sharia banks. 
The high level of digital maturity reflects the success of 
the bank’s digital transformation on the six dimensions 
of the DMAB assessment. The higher the level score 
of the DMAB assessment results (levels 1-3), it can be 
concluded that the Bank has a higher digital maturity 
value. The result of digital maturity assessment in 
Indonesian banking shows that Banks’ average digital 
maturity level in Indonesia is in the level 1 category. Only 
a small number of banks have entered the level 2 or level 
3 category. These results indicate a need to facilitate 
digital banking transformation to encourage most 
Banks in Indonesia to carry out digital transformation. 
Thus, national Banks can be better prepared to face 
the challenges of digitalization and carry out digital 
transformation more quickly.
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Figure 49
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The highest digital maturity level is a proxy for the 
digital maturity level of a fully digital bank. The ratio 
between the average digital maturity level of banks in 
Indonesia compared to the digital maturity level of fully 
digital banks shows how much digital transformation 
have been achieved by Indonesian banks. Based on the 
assessment results on the average digital maturity 
level of Indonesian banks for each DMAB dimension, the 
digital maturity level of Indonesian banking on the data 
and collaboration dimensions shows a ratio of above 
50%. The Data dimension has a digital maturity level 
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of 57% related to data management, processing and 
analysis (utilization of data for the benefit of market 
intelligence and the ability of Banks to utilize data to 
provide information in real time), while the Collaboration 
dimension shows a digital maturity level of 53% which 
indicates the level of digital maturity interconnectedness 
of banking in Indonesia in the digital economy and 
finance ecosystem, both through sharing platforms and 
Bank collaboration with other institutions. These results 
reflect that the digital maturity level for the aspects of 
Data and Collaboration of the average Bank in Indonesia 
is considered adequate, although not optimal. Meanwhile, 
the digital maturity level on the Technology and Customer 
dimensions shows a ratio of 50% (Figure 50). These 
results indicate that the level of banking technology 
governance in Indonesia, such as those pertaining to 
already having a digitalization strategy and adopting the 
latest technology of banking products and services, and 
related to Banks’ ability to meet customer expectations 
(customer engagement, customer experience, customer 
insight, and customer trust and perception) are 
considered good enough, although not yet fully optimal. 
However, the assessment of the average digital maturity 
level of Banks in Indonesia on the dimensions of Risk 
Management and Institutional Arrangements is still below 
50% (Figure 50).

Figure 50
Average Ratio of 
Digital Maturity 
Level Value of Banks 
in Indonesia to the 
Maximum Digital 
Maturity Level Value

Source: DMAB Assessment Results for OJK, 2021
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These results indicate that the banking digitalization 
strategy followed by the adoption of emerging 
technology, connectivity in the digital ecosystem and 
data management in bank services and products is still 
not supported by organizational capacity and digital 
culture as well as adequate risk management in order 
to support digital transformation. The digital maturity 
level dimension, which still has a low rating compared to 
other dimensions, will then become OJK’s main concern 
going forward in order to encourage Indonesian banks to 
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Glossary

Application 
Programming 
Interface

A set of routines, protocols, and tools for building software 
applications that define how the software components interact.

Artificial intelligence Logic-based analysis and techniques to interpret events, support 
and automate decision-making and action processes.

Big Data Large volumes of data, high frequency and unstructured, 
generated using digital technology and information systems.

Big Data Analytic Advanced analytical techniques for processing large and diverse 
data sets, from structured, semi-structured and unstructured 
data, obtained from various sources and sizes (terabytes to 
zettabytes).

Bigtech A large company engaged in the IT sector that has expanded its 
business to provide financial services, either directly or through 
products that are similar to financial products.

Biometrics The study and application of scientific and/or technological 
methods designed to measure, analyze, and/or record the unique 
physiological or behavioral characteristics of humans.

Blockchain Technology used as a digital data storage system that is 
connected via cryptography.

Business Impact 
Analysis

A tool to analyze how a risk event can affect the organization's 
operational activities and identify what capabilities are needed to 
manage those risk events.

Cloud Computing Business services that provide network access to computer 
resources (server, database storage, applications, services) that 
can be configured and used on demand, provided quickly with 
minimal interaction (US NIST).
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Cyberattacks Attacks used by countries, individuals, groups, or organizations 
that target computer information systems, infrastructure, 
computer networks, and/or personal computer devices by various 
means of malicious actions usually originating from anonymous 
sources to steal, alter, or destroy a specified target by hacking 
vulnerable systems.

Data Science Study disciplines that study how Big Data is processed.

Deepfakes Engineered videos or digital materials created by advanced 
artificial intelligence to produce images and sound that look and 
sound authentic.

Delivery Channel Service facilities provided to customers to provide convenient and 
comfortable transactions.

Digital Banking Electronic banking services developed by optimizing the utilization 
of customer data in order to serve customers more quickly, 
easily, and according to needs and can be carried out completely 
independently by customers and by paying attention to security 
aspects.

E-Commerce A dynamic set of technologies, applications, and business 
processes to connect companies, customers, and society through 
electronic transactions and the electronic exchange of goods, 
services and information.

Emerging 
Technology

Development, combination, or integration of several pre-existing 
technologies.

Escrow Account A checking account at a Bank in the name of the Operator which 
is a deposit and is used for certain purposes, namely the receipt 
and disbursement of funds from and to users of information 
technology-based money lending services.

Fintech Financial services technology innovation that produces new 
business models, applications, processes, and/or products.

Firewall Computer network security system to help prevent the threat of 
illegal access from outside connections.
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Millennial 
Generation

People born in the period of 1981-1996

Generation X People born in the period of 1965-1980

Generation Z People born after the year 1996

Internet of Things Digitization of the physical world/applications.

Machine Learning A form of artificial intelligence that allows a system to learn from 
data rather than from explicit programming processes.

Omnichannel Smooth and consistent interaction between customers and 
financial service providers by utilizing multi-channel.

Open Banking A system that provides users with a financial institution data 
network through the use of an Application Programming 
Interface (API).

Phishing A type of psychological manipulation attack that is often used to 
steal device user data.

Quantum Computing A tool for processing information using the principles of quantum 
mechanics.

Regulatory 
Technology

Utilization of technology for regulatory compliance effectively and 
efficiently.

SIM Swap Fraud method by taking over someone's cellphone number (SIM 
Card) by criminals and used as a means to hack someone's 
banking account.
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Social Engineering Manipulation techniques that take advantage of human error to 
gain access to personal information or valuable data.

Super-App A platform that offers a wide range of services in one application.

Supervisory 
Technology

The use of innovative technology by the supervisory agency to 
support the implementation of the supervisory function.

Wearable Devices A computer technology-based of sensors and electronic devices 
can be worn as accessories, embedded in clothing, or implanted 
in the user’s body.

162

Glossary

Blueprint for Digital Transformation in Banking



Accenture Interactive. 2014. “Digital Transformation Re-Imagine from 
the Outside-In.” Point of View Series. Accenture Interactive, Dublin. 

Anand, Ambrish, and Prakash Suman. 2019. “Global and Industry 
Frameworks for Data Governance.” PricewaterhouseCoopers Private 
Limited, Singapore. 

Boston Consulting Group. 2018. “Understanding the Path to Digital 
Marketing Maturity.” The Boston Consulting Group, Boston.

Brinker, Scott, and Jason Baldwin. 2020. “MARTECH 2030: Five 
Trends in Marketing Technology for the Decade of the Augmented 
Marketer.” chiefmartec.com and WPP, Oxford.

BNM (2021) dan https://www.kapronasia.com/research/blog/why-is-
monzo-struggling-more-than-revolut.html

Capgemini, and Altran. 2019. “Create a Global Digital Transformation 
Leader.” Capgemini Worldwide. Capgemini, Amstelveen. 

Capgemini. 2010. “Data Governance & Stewardship.” Convergent 
Media and Privacy. Paris. 

Capgemini Digital Transformation Institute. 2018. “The Digital Culture 
Challenge: Closing the Employee-Leadership Gap”. Capgemini Digital 
Transformation Institute, Paris.

CISSREc. 2020. Pentingnya literasi digital untuk tangkal kejahatan 
siber diunduh di https://www.cissrec.org/news/detail/838/
Pentingnya-literasi-digital-untuk-tangkal-kejahatan-siber.html pada 
2 Juli 2021.

Cullen, Sara, Peter Seddon, and Leslie P Willcocks. 2006. “Managing 
Outsourcing: The Lifecycle Imperative.” Department of Information 
Systems London School of Economics and Political Science, MIS 
Executive. Vol. 44. London.

Deloitte Canada. 2021. “The Digital Workplace: Think, share, do”. 
Deloitte, Quebec.

Deloitte. 2018. “Digital Maturity Model.” Deloitte. London.

Deloitte. 2018. “The Deloitte Global Outsourcing Survey 2018.” 
Deloitte, London. 

Bibliography

163

Bibliography

Blueprint for Digital Transformation in Banking



ESMA. 2020. “Final Report: Guidelines on Outsourcing to Cloud 
Service Provider,” European Securities and Market Authorities, Paris.

European Parliament Research Services. 2021. “Tackling Deepfakes in 
European Policy” Study Panel for the Future Science and Technology.

Gökşen, Haluk, and Yılmaz Gökşen. 2021. “A Review of Maturity 
Models Perspective of Level and Dimension.” Proceedings 2021 Vol 
74 No2, pp: 2-6. 

Google Cloud dan Oxford Economics. 2020. How digital business 
ecosystems drive efficiency and innovation in a new era. Oxford 
Economics.

Grebe, Michael, Michael Rüßmann, Michael Leyh, and Marc Roman 
Franke. 2018. “Digital Maturity Is Paying Off.” The Boston Consulting 
Group, Boston. 

Hernandez, Emilio. 2019. “Agent Networks at the Last Mile: A Guide 
for Digital Finance to Reach Rural Customers.” CGAP Technical 
Guide. CGAP/World Bank, Washington.

HKMA. 2016. “Guide to Enhanced Competency Framework on 
Cybersecurity”. Hong Kong Monetary Authority, Hong Kong.

HKMA. 2001. “Supervisory Policy Manual SA-2: Outsourcing”. Hong 
Kong Monetary Authority, Hong Kong.

International Organization for Standardization. 2020. ISO/IEC 
27005:2018 Information technology-Security techniques-Information 
security risk management, ICS: 35.030 IT Security (2018).

Inventure Knowlegde. 2020. “15 Banking Customer Megashift.”

IOSCO. 2020. “Principles on Outsourcing: Consultation Report”. 
International Organization of Securities Commissions, Madrid.

Jeník, Ivo, Mark Flaming, and Arisha Salman. 2020. “Inclusive Digital 
Banking: Emerging Markets Case Studies.” Consultative Group to 
Assist the Poor, World Bank, Washington DC.

King, Brett. 2018. “Bank 4.0: Banking Everywhere, Never at a Bank”. 
Wiley, New York.

KPMG Australia. 2019. “The Future of Digital Banking.” KPMG 
International Cooperative, Adelaide. 

KPMG International. 2017. “The Route to Digital Business Leadership.” 
KPMG International Cooperative, Amstelveen. 

164

Bibliography

Blueprint for Digital Transformation in Banking



KPMG AG. 2020. “Outsourcing Advisory Services for Banks”. KPMG 
AG. Zurich.

Krishnan, Mahesh. 2013. “Data Governance for Financial Institutions.” 
Capgemini, Paris.

Lee, Nicol Turner, Paul Resnick dan Genie Barton. 2019. “Algorithmic 
bias detection and mitigation: Best practices and policies to reduce 
consumer harms” The Brookings Institution. https://www.brookings.
edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/. 

Lim, Tristan, and Patrick Thng. 2021. “Outsourcing Life Cycle Model 
for Financial Services in the FinTech Era.” Proceedings of the 
International Conference on Industrial Engineering and Operations 
Management, pp: 1–11. 

Martin Vejačka dan Tomáš Štofa. 2017. Influence of Security and 
Trust on Electronic Banking Adoption in Slovakia. https://core.ac.uk/
download/pdf/295589125.pdf

McKinsey. 2019. “Digital Maturity Scan McKinsey Digital Quotient 
(DQ).” McKinsey Digital Quotient; Fastfwd, New York.

McKinsey. 2019. “Tackling Bias in Artificial intelligence.”

Microsoft dan PSFK. 2017. Digital Banking Playbook. http://info.
microsoft.com/rs/157-GQE-382/images/Digital%20Banking%20
Playbook%20Final%20.pdf

MIT Center for Digital Business and Capgemini Consulting. 2011. 
“Digital Transformation: A Road-Map for Billion-Dollar Organizations.” 
MIT Center for Digital Business and Capgemini. London.

Nasution, Ameidyo N. 2021. “Literasi Keuangan Digital Rendah, Jokowi 
Minta Fintech Perluas Peran” diunduh di https://katadata.co.id/
ameidyonasution/berita/5fac4a1893be8/literasi-keuangan-digital-
rendah-jokowi-minta-fintech-perluas-peran pada 2 Juli 2021

Newman, Mark. 2017. “Digital Maturity Model (DMM): A Blueprint for 
Digital Transformation.” TM Forum White Paper. New Jersey. 

Otoritas Jasa Keuangan. 2016. Peraturan Otoritas Jasa Keuangan 
Nomor 38 /POJK.03/2016 Tentang Penerapan Manajemen Risiko 
Dalam Penggunaan Teknologi Informasi Oleh Bank Umum. LNRI 
2016/267. TLNRI 5963 (2016).

Peters, Kasper, and Gerry Pelgrims. 2021. “Interbank Ecosystems 
Accelerating the Transformation of Banking Services.” Deloitte, 
Belgium.

165

Bibliography

Blueprint for Digital Transformation in Banking



Petrella, Andy. 2020. “What Is Data Governance? Understanding the 
Business Impact.” O’Reilly, Sebastopol.

Pickens, Mark, David Porteous, and Sarah Rotman. 2009. “Scenarios 
for Branchless Banking in 2020.” Focus Note 57. CGAP, World Bank, 
Washington, D.C. 

Prudential Regulation Authority (PRA). 2021. “Policy Statement 
PS7/21 Outsourcing and Third Party Risk Management”. Prudential 
Regulation Authority. United Kingdom.

PwC Singapore. 2018. “Fundamentals of Data Governance.” 
PricewaterhouseCoopers Singapore, Singapore.

Rasmus, Russ Blanchet Max McKinney Jeff. 2020. “The Race for 
Digital Operations Transformation: The Time for Experimenting Is 
Over.” Accenture, Dublin. 

Reynaldi, F., & Tifana, N. 2020. Urgensi Pelindungan Data Pribadi 
dalam Menjamin Hak Privasi: Sebuah Telaah RUU Pelindungan 
Data Pribadi. Universitas Padjajaran Press tersedia pada https://
fh.unpad.ac.id/urgensi-pelindungan-data-pribadi-dalam-menjamin-
hak-privasi-sebuah-telaah-ruu-pelindungan-data-pribadi/

Ritter, Jeffrey, Mary K. Pratt, and Jeff Jenkins. 2015. “Data 
Governance Strategies for the Digital Age.” SearchCompliance.com 
e-Publication. TechTarget, Newton.

Robosoft Technology. 2020. https://www.robosoftin.com/blog/how-to-
create-super-apps

Roubini Thoughtlab. 2016. “The Path to Digital Leadership.” Vol. 63. 
RoubiniThoughtlab and Global Coalition Organization, Philadelphia.

Roubini Thoughtlab. 2018. “Wealth and Asset Management 2022: The 
Path to Digital Leadership.” RoubiniThoughtlab and Global Coalition 
Organization, Philadelphia, 2017.

Russell Reynolds Associates, “Digital Pulse 2018 : Organizational 
Structure.” Russell Reynolds Associates, London.

Stouffer, Keith, Timothy Zimmerman, CheeYee Tang, Michael 
Pease, Joshua Lubell, and Jeffrey Cichonski. 2020. “Cybersecurity 
Framework Version 1 . 1 Manufacturing Profile.” National Institute of 
Standards and Technology. Gaithersburg, 2020.

Strauß, Ralf, Kerstin Clessienne, and Kerstin Pape. “Marketing Tech 
Monitor 2020.” Statista Content & Information Design, Hamburg.

166

Bibliography

Blueprint for Digital Transformation in Banking



Suh, Bomil, and Ingoo Han. 2003. The Impact of Customer Trust 
and Perception of Security Control on the Acceptance of Electronic 
Commerce. International Journal of Electronic Commerce/ Spring, 
vol. 7 No.3, pp: 135–161.

Tham, Jacquline, Mohd Shukri Ab Yazid, Abdol Ali Khatibi, S.M. 
Ferdous Azam. 2017. “Customer Perception of Trust towards Virtual 
Banking Adoption in Malaysia.” European Journal of Business and 
Management, 9(14).

The European Parliament And The Council Of The European Union. 
2016. EU General Data Protection Regulation, REGULATION (EU) 
2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, 
Pub. L. No. Directive 95/46/EC.

The Open Group Standard. 2018. “The TOGAF® Standard, Version 
9.2.” The Open Group.

The OECD, 2019 “The OECD AI Principles” diunduh dari https://www.
oecd.org/going-digital/ai/principles pada 30 Juni 2021

The Treasury of Australian Government. 2019. “Consumer Data 
Right.”. Commonwealth of Australia, Parkes.

UNSW Sydney. 2017. “Data Governance Policy.” University of New 
South Wales, Sydney.

Veenstra, Jennifer, and Timothy Murphy. 2020. “2021 Global 
Marketing Trends.” Deloitte. London. 

Vejačka, Martin, and Tomáš Štofa. 2017. “INFLUENCE OF SECURITY 
AND TRUST ON ELECTRONIC BANKING ADOPTION IN SLOVAKIA.” 
E+M: Ekonomie a Management 20, no. 4, pp: 135–50. https://doi.
org/10.15240/tul/001/2017-4-010.

Westerman, George, Maël Tannou, Didier Bonnet, Patrick Ferraris, 
and Andrew McAfee. 2012. “The Digital Advantage: How Digital 
Leaders Outperform Their Peers in Every Industry.” MIT Sloan 
Management Review; Capgemini, Paris. 

Wray, Pauline, Ian Loh, Yang Yu, Selin Suntay, Jason Han, and Alex 
Walker. 2020. “Southeast Asia: Coming of the Digital Challenger 
Banks,” Singapore Fintech Association, BCG, Expand, Finastra. 

Yuen, Arthur. 2016. “Guide to Enhanced Competency Framework 
on Cybersecurity.” Hong Kong Monetary Authority (HKMA) Vol. 17. 
Hongkong.

167

Bibliography

Blueprint for Digital Transformation in Banking



Editorial Team

Heru Kristiyana | Executive Head of Banking Supervision

Teguh Supangkat | Deputy Commissioner of Banking Supervision I

Mohamad Miftah | Tony | Citra Christina | Elsa Ryan Ramdhani 
| Muhammad Radhi | Nurani Pertiwi Ekaputri | Aulia Yuliyanti 
Wulandari | Aninda Nusratina | Yenny Yorisca

Anung Herlianto E.C. | Head of the Banking Research and Regulation 
Department

SUPERVISOR

COORDINATOR

WRITING TEAM

168

Tim Penyusun

Blueprint for Digital Transformation in Banking



This Page Intentionally Left Blank



BANKING RESEARCH AND REGULATION DEPARTMENT 
INDONESIA FINANCIAL SERVICES AUTHORITY

GEDUNG BANK INDONESIA
MENARA RADIUS PRAWIRO
JL. M.H. THAMRIN NO. 2
JAKARTA 10110
TEL. 62 21 296 00000


